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Chapter 1

Privacy Enhancing Technologies
for Information Control
Martin Gilje Jaatun
SINTEF ICT, Norway
Inger Anne Tøndel
SINTEF ICT, Norway
Karin Bernsmed
SINTEF ICT, Norway
Åsmund Ahlmann Nyre
SINTEF ICT, Norway

ABSTRACT
Privacy Enhancing Technologies (PETs) help to protect the personal information of users. This chapter
will discuss challenges and opportunities of PETs in a business context, and present examples of currently available PETs. We will further study the Platform for Privacy Preferences (P3P), and discuss
why it so far has failed to deliver on its promise. Finally, we provide our advice on further research on
privacy preferences, and conclude with our conviction that businesses need to take a progressive stance
on providing privacy to their customers.

INTRODUCTION
Privacy is a fuzzy concept with many definitions,
one of which is “the right to be let alone” (Warren & Brandeis, 1890). This particular definition
seems to have lost much of its validity, however,
as we in modern society base so much of our existence on interaction with others over the internet.
This is in particular true for us as consumers, as
DOI: 10.4018/978-1-61350-501-4.ch001

increasingly businesses assume that we will use
the internet for both purchases and user support.
Privacy Enhancing Technologies (PETs) comprise a broad collection of tools and processes
that help protect the privacy of end-users. PETs
range from mechanisms that prevent disclosure
of personal information, via ways of hiding location information, to methods for anonymous
communication.
To the casual observer it might seem that most
businesses have been more interested in privacy-
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invasive technologies than privacy-enhancing
technologies, in that businesses have wanted to
learn as much as possible about their (potential)
customers, in order to deploy more targeted advertisements, sales projections and production planning. On the “dark side” of the business spectrum,
this has led to the development of spyware that
monitors individual computer users, but retailers
have also looked into the possibility of exploiting
RFID tags on merchandise to harvest information
on their customers (CASPIAN, 2006).
To this day, most consumers seem oblivious
to privacy concerns, and their behavior is usually
not motivated by such concerns; to the contrary,
most people seem overly free with their personal information, particularly in the context of
online social networks such as Facebook (2011)
and LinkedIn (2011). However, as advances in
data mining techniques are progressing, the vast
amounts of data available to businesses are bound
to be recognized as a concern by consumers, and
a backlash is imminent.
It has been said that online businesses instead
of establishing a trust relationship with their
customers, rather focus on avoiding distrust
(Clarke, 2008), and that this is mainly achieved
through how they treat the personal data of their
customers – in many cases, the more personal
data a business demands from a customer, the
more the distrust increases. In this context, it
would seem that organizations that facilitate the
use of Privacy Enhancing Technologies in their
interactions with their customers should have a
business advantage. Many businesses tend to collect personal information about their customers
as a matter of course, regardless of whether they
actually need this information. This could potentially end up as a liability for a business, since in
many jurisdictions, storing personal information
requires informed consent, and forces the business
to abide by privacy legislation.
The obligation to inform users of privacy
practices is commonly resolved by using a
comprehensive and high-level description of an
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organization’s privacy policy (Guarda, 2009). In
the digital world, privacy policies have become
the main instrument for service providers to
explain how users’ personal data are collected,
used, disclosed, and managed. Unfortunately, due
to their complexity, difficult language and sheer
length, users tend to neither read nor understand
the policies prior to acceptance (Berendt, Günther,
& Spiekermann, 2005). Vila et al. (2003) show
that market forces are actually counter-productive
to use of privacy policies when effort is required
by users to verify a policy. This is an argument
for more automated processes.
As the 20th century was drawing to a close, the
Platform for Privacy Preferences (P3P) (W3C,
2006) emerged as an innovative privacy-enhancing
concept, based on the transformation of textual
privacy policies into machine-readable instructions for computers. A main motivation for the
P3P project was to make it easier for users to understand privacy policies and make well-informed
decisions on how to interact with services that
collect personal data (Argyrakis, Gritzalis, & Kioulafas, 2003). Central to its vision was the privacy
agents that allowed the user to specify what was
acceptable and not, in terms of information sharing, and let the agent compare the user’s privacy
restrictions with the intentions of the web site that
he was visiting. P3P is considered one of the most
significant efforts to help web users control the
sharing of their personal information. Later on in
this chapter we will discuss its background, history
and uptake, criticisms and technical obstacles, and
explain the main reasons for its failure.
Strictly speaking, one may be reluctant to categorize approaches such as P3P as PETs, since they
are more concerned with informing users about
how their personal information will be (ab)used
than actually protecting the users (often against
themselves). It is important to consider P3P as a
concept, however, as it primarily has relied on
individual websites (i.e. businesses) for deployment, and the current verdict is that for the most
part, this must be considered a dismal failure.
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This chapter thus explores the failure of P3P
based on a motivation to determine how future
PET deployments for business organizations may
avoid the same fate.
In this chapter we will explore Privacy Enhancing Technologies (PETs) that focus on active
information gathering (Lioudakis, et al., 2007).
We thus do not consider passive or semi-passive
information gathering, which in turn means that
mechanisms such as onion routing or other anonymisation efforts are beyond the scope of this
chapter. For most users, privacy is really about
information control, since we intuitively want to
restrict who has access to our personal information.
In practice, however, users find it difficult to live
by the privacy rules they make for themselves, and
PETs represent one way of balancing the scales
in this respect.
Note also that this chapter takes a business perspective. The objective of the chapter is to present
Privacy Enhancing Technologies that are suitable
for deployment by businesses for the protection
of their customers’ privacy, and outline how PETs
could be wielded as a competitive advantage by
discerning businesses. Though we acknowledge
that businesses are of various types and have
varying needs for personal information, we do not
go into these differences in this chapter. This also
means that we do not put particular emphasis on,
e.g., the special needs of social network providers.
In most cases, we will refer to the business as a
service provider and the customer as a user, but
sometimes we will explicitly highlight the business/customer relationship.
The chapter is structured as follows. First, the
chapter provides background information on the
value or personal information and on the privacy
regulation approaches that are in use today. Then,
it describes the market opportunities of PETs, addressing both the potential problems that can be
encountered as well as the opportunities that can be
realized. An overview is provided of some existing
PETs as well as research prototypes, followed by
a discussion of P3P and the reasons for its failure.

Based on the business needs and corresponding
problems of P3P that are identified, we point at
some important areas for future research.

BACKGROUND
In this section we have a look at some of the
important characteristics of privacy and personal
information as seen by different stakeholders;
the businesses, the users and the society. First,
we outline the main rationale for businesses to
collect personal information from users. Next,
we identify the motivation for users to share their
personal information, before we give an overview
of society’s view on privacy through providing a
summary of regulatory efforts to protect privacy.

The Value of Personal Information
Odlyzko (2003) argues that the main motivation
for businesses to use personal information is to
perform effective price discrimination. The idea
is that the more the business knows about their
consumers, the more accurately they can determine
the price they are willing to pay. Hence, consumers
willing to pay more are also charged more than
other consumers for the exact same product, such
that the charge on the entire customer base reaches
its potential maximum. In an ideal world, everyone
would be satisfied with price discrimination, since
the idea is that you are charged the amount you
are willing to pay for a service. However, it is a
dangerous strategy that is likely to cause outrage if
the discrimination is too blatant (Acquisti, 2002).
A variant of this motivation is the targeted
offerings or advertisements that seem to interest
businesses. Based on purchase history, ratings,
demographic information and personal likings,
potential customers may be offered to buy products
that are likely to be interesting to them (Acquisti,
2002). Despite the obvious benefits for both users
and service providers; e.g. users are to a greater
extent only presented with advertisements for
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products they are interested in, and advertisers
experience greater impact of each presented
advertisement; customers tend to disapprove
of targeted advertising (CASPIAN, 2006). This
may possibly be due to the discomfort users
are experiencing when realizing the amount of
information available on them. As we will see in
the next section, people tend to not act rationally
when it comes to privacy.
Most businesses will claim that their use of
personal information is mainly motivated by improved customer experience. The ability to adapt to
the various needs of consumers is fundamental to
provide value-added features such as auto completion, location-based services, translations, etc,
which in turn require collection, storage and use
of personal information. One may of course argue
that the underlying motivation is to increase profit,
not to improve customer experience. However, as
with conventional retailers, online businesses have
a motivation for keeping their customers happy.
Using consumer information for these purposes
is not new; it has been done for quite some years
already. However, previously such information
was used in a generalized manner mostly for
market segments, geographic regions, or other
particular user groups. A common example is the
use of student discounts, or regional special offers
or targeted advertising for readers of a magazine,
issues that normally not constitute a threat to privacy. The difference today is that the information
is not generalized in any way, instead it is used
on an individual basis, not targeting groups of
users but rather specific users. Evidently, this new
approach to an old phenomenon will introduce
added challenges.

Users’ Attitude
Users are generally concerned about their online
privacy and therefore initially reluctant to share
personal information. However, research shows
that this is not reflected through their actions,
resulting in what is termed the privacy paradox;
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user behavior does not match their stated preferences (Berendt, et al., 2005; Jensen, Potts, &
Jensen, 2005). There may be various reasons for
the privacy paradox, one of them is that users do
not care about privacy after all, another that users
lack the knowledge and understanding needed
(Flinn & Lumsden, 2005) to make privacy decisions that are according to their principles. Studies
also suggest that users have a tendency of forgetting their privacy principles once interacting with
services on the web (Spiekermann, Grossklags,
& Berendt, 2001).

Privacy Regulations
Although privacy by many is regarded as a fundamental human right, it is not something you can
expect as an automatic feature. In the following
we will discuss how privacy is regulated through
self-regulation, third parties and legislation.

Self-Regulation
Traditionally, industry players in the U.S. have
been wary of new government rules and regulations, and this has also had consequences for
American privacy legislation (or the lack of same).
In the U.S., privacy is assumed to be handled
through self-regulation. That is, the market
mechanisms (buyer and supplier) should ensure
a proper level of privacy protection for end-users.
The guiding principles are set forth by the Federal
Trade Commission (FTC) and labeled the fair
information principles (Vila, et al., 2003). These
principles comprise:
•

•

Notice/awareness: Consumers should
be given notice of an entity’s information
practices before any personal information
is collected from them.
Choice/consent: Giving consumers options as to how any personal data collected
from them may be used.
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•

•

•

Access/participation: An individual has
the right to view data collected about him/
her and to contest the accuracy of that data.
Integrity/security: Data must be accurate
and protected against loss or unauthorized
access.
Enforcement/redress: Effective privacy
protection requires some means to ensure
that these principles are applied.

The self-regulation approach encourages the
use of third-party providers to mediate and ensure
privacy.

Third Parties
Privacy seals have emerged as means to convey
trust between service providers and users. The idea
is that a trusted third party can certify that a service
provider follows a set of privacy requirements,
which subsequently should induce trust in the
service provider. For this setup to work, the user
must first trust the third party certifier, and second
acknowledge the requirements it has set forth. The
first assumption may turn out to be problematic
since most of these third parties are relatively new
to users, and furthermore they always require a
fee for issuing a seal. Clearly, there may thus be
a conflict of interest when judging whether a site
should be accepted or not, since rejected candidates
do not generate revenue for the third party. The
second assumption is perhaps more subtle, since
the requirements set forth by the third party may
be inappropriate, insufficient or ineffective in
capturing what assurance the user actually needs.
If the “privacy approved”-seal only verifies that
the site has a privacy policy that contains all the
required parts, a user may falsely assume that the
actual policy has been approved. So, if the user
has substantially different privacy requirements
than the third party, the seal does not convey any
particular trust. This assumption is often also
misunderstood for other security evaluations,

such as the Evaluation Assurance Levels (EALs)
of the Common Criteria (Information technology
-- Security techniques -- Evaluation criteria for
IT security -- Part 1: Introduction and general
model 2009). The assurance (expressed through
seven EALs) is only concerned with verifying a
match between the requirements for the product
(as given by the developer) and the actual implemented product (as provided by the developer).
So in essence, a Common Criteria EAL states how
sure you can be that the product does what it says
it does, and is not a ranking of security products
(such that EAL4 products necessarily are better
than EAL3 products).
The TRUSTe privacy seal (Benassi, 1999;
TRUSTe) is one of the prominent examples of
such privacy seal programs. TRUSTe uses its own
set of requirements that are based on the Federal
Trade Commission’s Fair Information Principles.
Although there are some specific requirements
(e.g., Secure Socket Layer (SSL) required for
transferring personal information, and presence of
dispute resolution), most of them are more focused
on the presence of certain aspects of the privacy
policy and adherence to these aspects. Hence, the
seal does not imply any qualitative assessment of
the policy itself, but rather that the policy contains
all the parts it should. A more thorough approach
is the European Privacy Seal, or EuroPriSe (2010),
which covers certification of all computerized
systems and products. The European Privacy
Seal indicates that the product (or web site) has
been certified to adhere to European regulations
on privacy protection (EU, 2002). Therefore, the
requirements imposed on the web site operator
are much more stringent than those of TRUSTe.
The process to obtain a Seal resembles that of a
Common Criteria evaluation for security products,
and is also similar in choices of words. Assurance
is only given in binary form, either the product
is certified or it is not. Currently, there are only
a handful of services that have received the EuroPriSe, presumably due to its extensive nature.
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Legislation
Meeting government requirements is central to any
service provider on the Internet, including with
respect to privacy. The European Union member
states have ratified the directive on protection of
personal information (EU, 2002) and thereby committed themselves to laws on privacy protection
that are at least as strict as the directive. By adopting
and extending the fair information principals, the
European privacy legislation is among the strictest.
Particularly, the directive states detailed requirements on the third country legislation required for
it to allow transfer of personal information to a
company governed by that legislation. In fact, this
initially excluded U.S. companies from exchanging personal information with European partners,
but was solved later on by the introduction of
the safe harbor program (US, 2011), a program
designed to let U.S. companies voluntarily subject
themselves to terms and conditions (not a law as
such) laid down by the commission on how to
handle personal information.
While it may seem that the legislative approach
should require anyone to implement appropriate
privacy measures, the fundamental problem is the
lack of enforcement. There are few, if any, being
prosecuted for not adhering to the statutory demands of the law. Although the law should protect
users’ privacy, it may seem that it is not capable
of such. One reason may be disputes regarding
which country’s rules actually govern the service.
Whether to address the business motivation,
user motivation, legislative demands or self-regulation, it is evident that all parties’ could benefit
from Privacy Enhancing Technology.

MARKET OPPORTUNITIES
FOR PETS
In this section we discuss the main market opportunities of supporting PETs, and also the main
reasons for not doing so. We focus on five dif-
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ferent activity goals where privacy can be used
as an opportunity: Building of reputation and
trust, keeping customers happy, establishing a
competitive advantage, reducing risk of privacy
compromises, and making users share more information. For each of the activity goals we describe
problems and opportunities, Problems constitute
arguments for not investing in PETs and can e.g.
describe uncertainties regarding the benefits that
will be achieved or potential obstacles businesses
should be aware off. Opportunities describe positive gains that can be achieved if managing to use
PETs effectively.

Reputation and Trust
Businesses are expected to show corporate responsibility in a number of areas, including privacy.
In addition businesses are dependent on customer
trust, and privacy can be one important piece that
needs to be addressed in order to gain more trust.
Trust is however characterized by the long time it
takes to earn it and the short time in which it can
be broken. Loss of business and damage to brand
has been suggested as one of the prominent risks
of a privacy breach (Borking, 2009).
Trust is a very complex term that can take on
very different meanings in various contexts. Here,
we use trust to denote the level of confidence
one part has that the other part will behave as
expected. More specifically, how can a user be
sure that the service provider actually lives up to
its stated policy?
Problem – limited risk of getting caught: On
the one hand, there is the risk of a privacy breach,
and on the other, the risk of getting caught. Nehf
(2007) points at two fundamental accountability
problems: First, users seldom know about privacy
breaches that occur, and second, if breaches are
detected it may be near impossible to trace them
to a particular source. In general, the majority
of data collection occurs outside public view.
Personal information is present in countless databases, and it is difficult for users to have any
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overview of how this information is shared and
sold, as this is often not detailed in the privacy
policy (Gomez, Pinnick, & Soltani, 2009). When
users experience harm because of data breaches,
they are therefore in most cases not able to put
the blame on one specific business.
Problem – consequence of privacy breach
may increase: To benefit from PET investments,
businesses will likely rely on an increased focus
on privacy among their (potential) customers.
Such an increased focus on privacy will, for most
companies, be an opportunity but at the same time
a bit risky. Odlyzko claims that when it comes to
privacy, companies “tend to hide what they do,
most likely because of the implicitly understood
fear of consumer backlash, and potential government intervention.” (Odlyzko, 2007) With
increased focus on privacy comes a possible
increase in the risk related to privacy breaches,
as the consequences of a breach may increase.
Promoting the use of PETs does not remove the
risk of privacy breaches for own business. In the
event that companies only seemingly promote
trust, there may be a tremendous penalty for not
following up.
Problem – costs vs. benefits: If businesses
are to succeed in using privacy to build trust and
reputation, they must expect to make investments
both to improve their privacy (e.g. invest in PETs)
but also to get the message through. The costs
to do this are certain. The benefits are however
not quite clear as the relation between privacy
and trust is not yet fully understood. Industry
often promotes the model of self-regulation for
privacy. This model builds on the assumption that
if consumers really care about privacy they will
be offended by privacy invasive practices. As a
consequence, companies having such practices
will suffer a repudiation loss. When this has not
happened so far, businesses have reason to believe
that privacy is not that important anyway.
Opportunity – signals that there is nothing to
hide: In terms of trust building, setting the stage
for privacy can have a huge impact on consum-

ers’ trust in a business. By promoting privacy
enhancing technology, a company is signaling
that it has nothing to hide, which in turn may
build consumer trust significantly faster than
through positive experience. Since PETs are not
normally supported by today’s businesses, those
that choose to support PETs have a better chance
of being perceived as someone who is leading the
way when it comes to privacy.
Opportunity – more privacy-aware future
users: A lack of actual privacy concern is not
the only possible explanation for the limited
consumer demand for privacy. As also explained
in the background section, several studies have
shown that when it comes to privacy, users in
generally do not act according to their principles
(Ackerman, Cranor, & Reagle, 1999; Berendt,
et al., 2005; Jensen, et al., 2005). The model of
self-regulation, on the other hand, assumes that
they do (Greenstadt & Smith, 2005). And although
today’s users’ behavior related to privacy is best
described by the privacy paradox, this may not be
the case for future users. As users share more and
more data, the risk of privacy breaches increases,
and with it the potential media attention related
to privacy. As users become more aware of the
potential privacy problems of sharing their information with a variety of services, they may raise
their demands for privacy. If the future brings an
increasing awareness of privacy issues, businesses
will benefit from being ready when the shift occurs.

Keeping Customers Happy
For any business it will be important to take good
care of existing customers. An important part of
this is to handle their customers’ personal information in a responsible way.
Problem – future users may be less privacy
concerned: As explained above, future users
may demand better privacy. But there is also
another possibility; users may simply become
less privacy concerned. Currently, the popularity of blogging and social media services more
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generally suggest that people are freely sharing
a lot of information about themselves. When so
much personal information is available on the
Internet anyway, then why should companies
invest in privacy protection? As pointed out by
Odlyzko: “privacy technologies languish because
practically no one bothers to use them, and often
intimate information is given out for very little
or no monetary reward.”(Odlyzko, 2007) Privacy
concerns are in many cases also associated with
conspiracy theorists and those with “something
to hide” (Wilton, 2009).
Problem – whether improved privacy will
be appreciated: Businesses are unlikely to have
knowledge of whether their customers will appreciate improved privacy and support for PETs.
Existing customers have already some minimum
level of trust in the company, and are willing to
use its services with the current trust level. They
have directly or indirectly accepted the current
privacy policy, potentially also stating that the
privacy policy can be changed at any time without notification. If positive changes in privacy
management are to have any effect on the existing customers, they must be made aware of the
changes. Though many customers will probably
appreciate the improved practices, some may find
it annoying and others may become suspicious –
why are they introducing this now, have they had
a privacy breach that we are not aware of...? In
addition there is the risk that increased focus on
privacy can make current (unfortunate) practices
more easily understandable, and therefore easier
to react to.
One of the main problems with privacy is
that the users in fact have no means to verify or
enforce any of the agreed policies. Hence the service provider has no incentives of making privacy
understandable and improving their privacy, other
than avoiding a publicly known privacy breach.
Opportunity – meet legislative requirements:
Though users may not care about their privacy,
legislation will in many cases put requirements on
how personal information should be treated. These
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requirements need to be addressed independently
of whether the customers care or not. PETs can
help in addressing some of the legislative requirements (Szeto & Miri, 2007).
Opportunity – signal that the business cares
for their customers’ well-being: Businesses have
no reason to simply assume their customers do
not care about privacy because they do not experience strong demands for improved privacy.
A large amount of users claim to be concerned
about their privacy, though their current actions
do not necessarily imply so. Convincing current
users that their privacy is taken well care of may
pay off, as it shows customers that the business
cares about their well-being. Customers wishing
to get services from a competitor can also become
more aware of the privacy implications of doing
so (since users then have to share information
one more time).

Competitive Advantage
If users take privacy into account when choosing
services, privacy can be seen as a competitive factor where businesses with good privacy practices
get a market advantage.
Problem – investments needed: Any business
that decides to use PETs will need to spend money
and resources on new technology and/or modification of existing systems. In addition, internal
processes will probably also need to be updated.
To be able to do this, businesses will need access
to necessary expertise, not only on the technology
itself, but also on legal and organizational issues.
As PETs are not that commonly used today, there
is a lack of experience and research that can give
concrete guidance to businesses that consider
implementing PETs. Businesses are unlikely to
have the necessary competence in-house, and it
may also be scarce among external consultants
(Borking, 2009). It is also worth noting that many
PETs, e.g. user agents such as AT&T Privacy Bird
(introduced later in this chapter), will only be of

Privacy Enhancing Technologies for Information Control

interest to users when they are supported by a relatively large number of providers (Wilton, 2009).
Problem – visibility of privacy: Currently we
do not see a lot of competition or differentiation
among organizations when it comes to privacy
protection. Use of PETs does not result in social
recognition. Usually privacy is mainly seen as
a negative driver, where avoidance of privacy
breaches is the most important. It is not common
to view privacy as a positive driver that can result
in market advantage (Borking, 2009). For privacy
to become a competitive factor, users need to take
privacy into account when selecting services. Currently this is not the case (ref. the privacy paradox).
One reason may be the visibility of privacy and
PETs, and specifically the availability of privacy
information. Companies commonly use privacy
policies in order to inform users of their privacy
practices. These privacy policies are usually time
consuming and difficult to read and understand.
In addition they often can be changed without
notice and are generally not believed by customers. As a consequence, they are not a good basis
for users to make decisions as to whether to share
information. It is also important to remember
that when users interact with a service online,
privacy is not in the forefront of the customers
mind – “they’re not buying privacy, they’re buying
some other thing” (Greenstadt & Smith, 2005).
As data handling is tightly bundled with some
good or service, people tend to forget privacy,
and if they manage to keep privacy focus, there
are often no good privacy choices available that
will allow them to acquire the goods or services
they want. As a result, consumers do not know
about nor believe in good privacy practices, and
businesses as a consequence have no incentive to
create any (Greenstadt & Smith, 2005).
Problem – human factors that influence decision making: Businesses wanting to compete on
privacy need to take into account how human
factors influence decision making. Nehf (2007)
describes the decision making goals of users as accuracy of decisions, cognitive ease and emotional

comfort. People do not necessarily strive towards
optimal solutions. Rather they seek satisfactory
solutions that can be reached with a minimum of
effort. As a result, some factors may be left out.
Since the consequences of sharing information
with a particular site are not clear to most users,
privacy is a potential candidate for exclusion.
Since users strive for cognitive ease, they
prefer alternatives that are easy to evaluate. As a
consequence, service providers should not make
it too complicated to choose their particular service. Forcing users to delve into privacy policies
(e.g. by having them press an “I agree” button)
in order to use a service is probably not a good
idea, as this will increase the effort required to
use the service. Unless the privacy policy is really superior, users will be likely to choose other
easier available services instead.
If forced to make difficult trade-offs, users
can experience negative emotions. People seek
to minimize such discomfort in their selection of
decision strategies. As a result important factors
may be excluded from the decision base. It is
difficult to put a price on privacy or compare its
value towards other benefits. Users will also in
many cases consider privacy as a protected value
that should not be prized and traded away. As a
result people may tend to avoid making privacy
comparisons.
Nehf also describes other factors that influences decisions:
•

•

•

Inferences: If an important attribute is not
easy to evaluate, people may infer a value
based on what they already know, e.g. that
it is similar across brands.
Framing effects: The way information is
presented influences the decisions. In particular, users evaluate the cost of digging
deeper into the subject against the cost of
accepting it as is.
The availability heuristic: People commonly over-respond to risks that they are
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well aware of, and may underestimate risks
that do not often come to their attention.
Inferences may result in difficulties of making
privacy a competitive factor. Users may simply
assume that the privacy policies of similar sites
are also similar. Businesses wanting to stand out as
strong on privacy will have to put effort into making this message come through. This can however
result in increasing the cognitive effort of users
and forces them to make more emotionally-laden
comparisons. As a result the site may be seen as
less appealing. The framing effect makes it possible to look privacy conscious without actually
being that. The mere presence of a policy or a
privacy seal may give users the impression that
privacy is taken care of, and few users will study
the details and discover the facts. Because of the
availability heuristics users may underestimate
privacy risks. Though privacy breaches gain some
publicity, there is seldom much focus on what
are the consequences experienced by users of the
weak privacy practices of providers, and as users
have little knowledge about what information is
collected and with whom it is shared, it is difficult
to couple the risks with actual businesses.
Opportunity – ability to support privacy concerned customers without bothering the other customers: Though there are problems with making
privacy a competitive factor, PETs can actually
reduce some of the problems. Many current PETs
come in the form of user agents that user have
to download and install themselves. Businesses
in many cases just need to support these PETs,
e.g. by making their privacy policy available in
a proper machine-readable form. Thus, by publishing machine-readable policies businesses can
support those users that are privacy concerned
without troubling less interested users with privacy
information that forces them to make difficult and
emotionally laden trade-offs.
Opportunity – adapt to users’ privacy preferences: Businesses also have the potential to offer
more advanced privacy services to users. Consider
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the static nature of current online privacy policies
that do not fit the otherwise dynamic world of the
Internet. Typically, users are forced to either accept the privacy policy in full or reject it entirely;
a situation that rarely is the case offline. This is
particularly problematic since most web sites only
provide a single privacy policy for potentially a
myriad of different services. For service providers, the concern is that potential customers may
refrain from using their services due to the stated
privacy policy, without the provider even knowing
about it. One solution to this problem is privacy
policy negotiation, where the service provider
and user negotiate and agree on a set of privacy
rules governing the use of a particular service. For
instance the service provider may provide only
limited services to users that do not acknowledge
a particular rule in the privacy policy. In the event
that the particular rule is mandatory for delivering
any service to the user, the service provider at
least gains knowledge on the particular rule causing the problem. The irony is that by employing
a negotiation strategy, the service provider may
actually end up with more information than before.
The obvious benefit of such an approach is that
customers originally rejecting the privacy policy
may now use the services offered by the provider,
though with potentially reduced functionality.
Additionally, service providers have the option to
change their privacy policies (and implementation)
based on the rules users are unwilling to accept.

Reduce Risk of Privacy Compromise
Businesses trusted with personal information always face the risk of privacy breaches. PETs can
influence this risk, both positively and negatively.
Problem – uncertain costs of privacy breaches:
There is currently a lack of empirical data on what
privacy breaches cost and how likely they are. It
is not possible based on current research and experience to say what damage should be expected
in case of a major privacy breach. Research and
experience often show conflicting results, and
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trust is difficult to verify (Borking, 2009). As
mentioned earlier, users experiencing problems
that can be related to a privacy breach are often
unable to trace the source of the problems. Thus,
businesses have a quite good chance of not getting caught (Nehf, 2007). Still, regulations such
as the Data Protection Directive in the European
Union, and the Health Insurance Portability and
Accountability Act (HIPAA) in the United States
put requirements on how personal information
should be treated. Often such legislation is general and quite abstract, and it can be difficult
for organizations to understand what they actually require them to do. They also put no direct
pressure to invest in PETs (Borking, 2009), but
probably as important, “there is nothing to stop
anyone from breaking these laws except the fear
of getting caught.” (Greenstadt & Smith, 2005)
Since there up till now have been relatively few
investigations and penalties, it is likely that the
consequences of not complying with privacy laws
are not considered that important (Borking, 2009).
Problem – consequence of privacy breach may
increase: As also mentioned earlier, an increased
focus on privacy does not eliminate the risk of
experiencing privacy breaches. Though the likelihood of a privacy breach may be reduced by
increasing organizational awareness of privacy,
the consequences of a breach may increase as
users have higher privacy expectations.
Opportunity – more holistic privacy management: As businesses collect more and more
personal information about their customers, the
risk of privacy breaches are likely to increase
unless measures are taken to protect privacy.
Investments in PETs will likely influence also
the existing routines and technology related to
handling of personal information. Thus it brings
with it an opportunity to handle privacy more
holistically. As will be seen in the next section on
existing PETs, many PETs are concerned about
making the privacy policy more understandable to
users. A side-effect of such PETs will be that the
privacy policy is also easier accessible to manag-

ers, developers and others dealing with personal
information within the organization. Thus it can
be an important part in building privacy awareness
among own employees, and as a result reducing
the likelihood of privacy breaches.

Users Will Share More?
From the customers’ point of view, improved
privacy can be achieved by sharing less information, with the result that many services cannot
be used. Privacy can however also be improved
by businesses taking better care of the personal
information they are trusted with. Businesses
that are considered trustworthy when it comes to
privacy may therefore find that users are willing
to trust them with more information, and more
correct information, than other businesses.
Problem – privacy consciousness of users:
We have already identified a number of problems
with using privacy as a competitive factor; users
may not care about privacy, may forget about it,
and dislike privacy trade-offs because of lack of
understanding of the issues and the emotional
implications. In order for users to take privacy
into account, they have to somehow get an idea
of how different businesses handle privacy issues.
A main challenge in this respect is the lack of
visibility of privacy in today’s Internet services.
Opportunity – quality of information: Personal
information, and especially correct personal information, is of high value to businesses. Experiments
have shown that when users get explanations on
why certain information is collected they are more
willing to share information (Kobsa & Teltzrow,
2005). Improved privacy is likely to further
increase users’ willingness to share information
about themselves.

Summary
As can be seen from our discussion, with every
problem there is an accompanying opportunity
for businesses to capitalize on users’ need of
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privacy. Especially since privacy awareness and
protection is rather scarce, one need not do very
much in order to convince users that privacy is
taken seriously and thereby get a competitive
advantage. However, the fundamental problem
of privacy in business is the uncertainty when it
comes to predicting user behavior and acceptance.
It is therefore extremely difficult to calculate the
benefit (for a business) of implementing privacy
enhancing measures to ensure a reasonable return
on investment. That being said, there are several
measures to be taken that are relatively inexpensive and at least are assumed to comfort the most
privacy conscious users.

A SURVEY OF PETS SUITABLE
FOR BUSINESS ORGANIZATIONS
The foundation for most PETs dealing with
information control is the privacy policies of
service providers. Privacy policies are the most
common way of explaining to users how data is
collected, used, stored and shared. Privacy policies are however usually difficult to understand
for the users (Cranor, Guduru, & Arjula, 2006).
A common approach among existing PETs is,
in varying ways, to make the content of privacy
policies more accessible to users. To do this, the
form in which policies are presented is important.
In this section we start describing the different
shapes PETs may take. Then we give an introduction to P3P, before we provide an overview of a
number of different PETs that are available either
as products or as research prototypes – many of
which build on P3P.

Different Shapes of PETs
PETs for information control differ in their sources
of information, the actions they take and in where
they are implemented. Below we give an overview
of the main options available.
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Sources of Privacy Information
Privacy related information can be made available
to users and presented in various ways. Below we
present the main alternatives. It should be noted
that they can be used in combination; a business
can for instance create a machine-readable policy
that is based on the textual policy, and make both
available to their users. In addition third parties
can create additional sources of privacy information, e.g. through communities.
The most common way of presenting privacy
policies is to publish them in textual form on the
web site. Several surveys however show that
few users actually bother to read such policies
(Jensen, et al., 2005). There have been various
surveys of the content of privacy policies. One
such example is the study by Pollach (2007) of
50 policies belonging to popular web sites from
various business areas. This study found that the
policies were of varying length (the longest was
more than ten times longer than the shortest one),
and that the language of the policies is used actively
to highlight positive aspects of privacy practices,
and put more negative aspects in the background.
Actually, the word “may” was found to be fourth
most frequently used non-grammatical word! In
addition, many, if not most, policies lack information that users care about.
The varying quality and accessibility of current privacy policies, and the fact that users do
not bother to read them calls for other ways to
present privacy policies in order for the message
to come through. Several initiatives have worked
on defining privacy icons (Hansen, 2009) so that
users can get important privacy information by
just taking a quick look at the icons – if familiar
with the icons’ uses.
Privacy policies can also be provided in
machine-readable form so that PETs can use them
in providing services to users. The most common
example of such machine-readable policies is P3P.
Privacy information can also be provided without involving the service provider. One option is to
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have third parties offering information to users on
the privacy policies of popular service providers.
The offering of privacy seals can be considered
a special type of such service where some third
party verifies that basic privacy issues are taken
care of. Another commonly suggested approach
is to have community services, e.g., where users
can rate privacy policies of a business, and provide
their own experiences when it comes to privacy.

PET Actions Taken
PETs related to information control can take on
different task in order to provide support for users. First, PETs can present privacy information
to users in a more easily understandable form
than what is commonly available. As an example,
PETs can interpret machine-readable policies and
use them to extract parts that the PET’s users are
likely to care about. Then this information can
be presented to the user. PETs can also retrieve
information from privacy communities, and
present information to users that is relevant for
the site the user is currently visiting. However,
PETs have the potential to move beyond simple
information presentation. A very common type
of functionality is matching of user preferences
towards privacy policies of service providers. With
such an approach users are expected to explain
their privacy preferences to the agent, which in
turn warns users in cases where the preferences
and the privacy policy do not match. It will also
be possible for PETs to block user behavior, if
this is desirable.
A more advanced type of functionality that also
can be supported by PETs is that of negotiating
privacy terms associated with a service. Today, the
common approach is for service providers to state
their privacy terms, and users accept by using the
service. It is however possible to envision that the
privacy terms are negotiable, and that PETs can
negotiate automatically on behalf of users based
on knowledge of users’ privacy preferences.

Some PETs also keep track of which information has been shared with the different service
providers. Thus users are better able to exercise
rights of access to, and eventually correction or
deletion, of information concerning them.

PET Implementation
PETs also vary in who install or implement them
into their systems. Service providers can implement PETs that e.g. make privacy policies more
understandable for users. Users can install PETs,
e.g. in form of browser plug-ins. Such user agents
are typically running during all web interactions,
and can assist with real-time evaluation of possible
information disclosure as it is being performed
by the user. To support agents, businesses do not
necessarily have to make changes to their systems,
other than for instance providing machine-readable policies if the PETs rely on their availability.
PETs can also require third-party support, e.g. in
the form of community services. But there are
also more complex PETs available that take the
form of middleware that needs to be supported
by both users and service providers.

The Platform for Privacy
Preferences (P3P)
P3P (W3C, 2006) is a standard that enables service
providers to communicate the privacy policies
of web sites to their clients. P3P provides both
a standardized format for privacy policies and a
protocol that enables web browsers to read and
process the privacy policies automatically. P3P
was developed by the World Wide Web Consortium (W3C) and was the first privacy policy
language to be standardized by the W3C. The
latest specification for P3P is version 1.1, which
was finalized in 2006.
P3P is an XML-based language that allows
service providers to express privacy policies in a
machine understandable way. By using P3P, service providers can specify rules that include the

13

Privacy Enhancing Technologies for Information Control

type of data, the type of use, the user of the data,
the purpose of the use and how long the data will be
retained. User agents can then fetch P3P policies,
interpret them and present them to the end-user in
order to assist the end-users in determining whether
a particular service provider’s published privacy
policy matches the user’s individual privacy preferences. The user agent can also warn the user in
the case of a mismatch between the privacy policy
and the user’s preferences. Such user agents can
be built into web browsers, browser plug-ins or
proxy servers. They can also be implemented as
a part of electronic wallets, form-fillers or any
other user data management tool. Users therefore
do not need to read the privacy policies at every
site they visit or for every service they access.

P3P-Enabling a Website
To P3P-enable a web site, the service provider
translates the privacy policy for the site into one
or more P3P policy files. The policy files are then
made available to the user, either by storing them
in a well-known location (/w3c/p3p.xml), or by
embedding information in the HTML response
(directly in the header or by using link tags)
(Cranor & Lessig, 2002). The policy file will then
be collected by the client when visiting the web
site, and read and processed by the client computer.

The P3P Specification
The P3P data scheme consists of a set of data
elements, sets and structures. Data elements are
individual pieces of data, for example first name or
telephone number. Data sets are used to combine
data elements into groups; For example, the home
postal address data set contains data elements for
street address, city, state, postal code and country.
Data structures can be used to create templates
which can be reused with multiple data sets (Cranor
& Lessig, 2002).
The P3P specification defines two types of P3P
policies; full policies and compact policies. The
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full policy is written in a XML format based on
the P3P vocabulary and data scheme. The compact
policy is used to describe the privacy practices
related to the use of cookies. According to the
P3P specification, a compact policy is required
to have a corresponding full P3P privacy policy.
A full P3P policy is written as a sequence of
STATEMENT elements, which includes several
sub-elements:
•

•

•

•

PURPOSE: The purpose for information
collection. The P3P specification contains
12 pre-defined values, for example “current” (to complete and support the activity for which the data was provided) and
“pseudo-analysis” (to infer e.g. habits and
interests of individuals without identifying
specific individuals).
RECIPIENT: The intended user of the information. The P3P specification contains
6 pre-defined values, for example “ours”
(ourselves) and “same” (legal entities following our practices).
RETENTION: the duration that the collected information will be kept. The P3P
specification contains 5 pre-defined values,
for example “stated-purpose” (discard information at the earliest time possible) and
“indefinitely”.
DATA-GROUP: lists the individual data
items that will be collected for the stated
purpose

A simple example of a full P3P policy is the
privacy policy for the P3P handbook website
(http://p3pbook.com/). The human-readable privacy policy looks like this:
This is the web site for the book Web Privacy with
P3P by Lorrie Faith Cranor. We do not currently
collect any information from visitors to this site
except the information contained in standard web
server logs (your IP address, referrer, information
about your web browser, information about your
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HTTP requests, etc.). The information in these logs
will be used only by us and the server administrators for website and system administration, and
for improving this site. It will not be disclosed
unless required by law. We may retain these log
files indefinitely. Please direct questions about
this privacy policy to privacy@p3pbook.com.

<DATA-GROUP>
<DATA ref=”#dynamic.clickstream”/>
<DATA ref=”#dynamic.http”/>
</DATA-GROUP>
</STATEMENT>
</POLICY>
</POLICIES>

The corresponding machine-readable P3P
policy file looks like this:

A compact P3P policy contains a set of tokens
that represents the following elements from the
P3P vocabulary: ACCESS, CATEGORIES, DISPUTES, NON-INDENTIFIABLE, PURPOSE,
RECIPIENT, REMEDIES and RETENTION. The
vocabulary is designed to reduce the number of
bytes transferred within a HTTP response header.
An example of a P3P compact policy is
CP=”NOI DSP COR NID ADM DEV PSA
OUR IND UNI PUR COM NAV INT STA”
where for example “PSA” and “OUR” represent the <pseudo-analysis/> and <ours/>” value
in the PURPOSE and RECIPIENT element respectively (i.e. in this simple example these two
tokens mean that the site will use the collected data
only for themselves, in order to infer, e.g., habits
and interests of individuals without identifying
specific individuals).

<POLICIES>
<POLICY discuri=”http://p3pbook.com/privacy.
html” name=”policy”>
<ENTITY>
<DATA-GROUP>
<DATA ref=”#business.contact-info.online.
email”>privacy@p3pbook.com </DATA>
<DATA ref=”#business.contact-info.online.
uri”>http://p3pbook.com/
</DATA>
<DATA ref=”#business.name”>Web Privacy With
P3P</DATA>
</DATA-GROUP>
</ENTITY>
<ACCESS>
<nonident/>
</ACCESS>
<STATEMENT>
<CONSEQUENCE>
Our Web server collects access logs containing
this information.
</CONSEQUENCE>
<PURPOSE>
<admin/>
<current/>
<develop/>
</PURPOSE>
<RECIPIENT>
<ours/>
</RECIPIENT>
<RETENTION>
<indefinitely/>
</RETENTION>

APPEL: User Preferences
The creators of P3P also designed the P3P preference language (APPEL), which is a standard
for encoding the user’s privacy preferences in a
machine-readable way. Similarly to P3P, an APPEL preference file therefore consists of a set of
machine-readable rules. The primary goal when
developing APPEL was to simplify the sharing
and installation of user preferences in terms of
machine-readable rule-sets. By storing privacy
preferences in a file, the preferences can be shared
amongst users with similar privacy principles and
easily transferred between different devices. The
APPEL rule set is composed of patterns that can be
matched against P3P policies, and specifies action
that will be taken is case the policy does not match
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the preferences. The syntax is very similar to the
P3P policy syntax. APPEL is further described
in (Cranor, Langheinrich, & Marchiori, 2002).

P3P User Agents
A P3P user agent is capable of matching privacy
policies to stated user preferences autonomously.
Such user agents can be implemented in web
browsers, electronic wallet, ISP proxies etc. The
basic concept is as follows: Whenever a user makes
a service request, the user agent will retrieve the
privacy policy of the service and compare it to the
user preferences. Depending on the capabilities
of the agent and languages used for specification,
the agent may enter a negotiating phase, initiate
mitigating measures, block access to the service
or simply issue a warning that the policy does
not match the user’s preferences. Microsoft’s
Internet Explorer 6 (IE6) was one of the first P3P
user agents available on the market. It contains
built-in support for fetching and displaying full
P3P policies in a human-readable format, and to
match user preferences with P3P compact policies (concerning the use of cookies). Examples
of stand-alone P3P user agents will be presented
later in this chapter; the most well-known being the AT&T Privacy Bird (Cranor, Arjula, &
Guduru, 2002).
The user agent was considered a crucial part of
the P3P project. The P3P specification therefore
includes guiding principles, which are specific
recommendations for P3P user agent software
design. The guiding principles include advice on
how the users should be informed, and how the
software should be configured by default.

P3P Policy and Preferences Tools
The goal of the P3P project was twofold. It allows
service providers to formulate and present their
privacy policies in standardized, easily-located,
machine-readable manner. It also provides the
users with a mechanism to understand how their
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personal data will be collected and used. However,
the syntax of both P3P and APPEL makes it very
difficult for human beings to correctly specify
their intentions, both regarding privacy policies
and privacy preferences. Especially, writing a
P3P policy can be a tedious procedure, just look
at the simple example provided above. Several
tools have therefore been developed to facilitate
this process. An example is the IBM P3P policy
editor (Bergmann, Rost, & Pettersson, 2006) that
was developed to assist the service providers in
translating their privacy policy into the P3P format.
Most of the existing P3P user agents contain
support for preference generation. For example,
the AT&T Privacy Bird contains a graphical user
interface that allows the user to specify preferences
based on a subset of the P3P vocabulary (Cranor,
Arjula, et al., 2002).

Examples of PETs
Below we briefly describe a number of existing
PET solutions and research prototypes for improved information control. We give an overview
of their main idea and solution, and explain what
information source they rely on, what actions
they take, and where they are implemented. An
overview of the PETs is given in Table 1.

P3P User Agents: AT&T Privacy Bird,
Integrated Privacy View
The AT&T Privacy Bird (Cranor, Arjula, et al.,
2002) is an early P3P user agent, which was implemented as a browser helper object for Internet
Explorer. A graphical window allows the user to set
up his/her privacy preferences, based on a subset
of the P3P specification vocabulary. The AT&T
Privacy Bird then automatically retrieves privacy
policies from service providers and compares these
with the user’s specified privacy preferences. The
user is warned of any mismatches, and can also
access a summary of the P3P policy.
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Table 1. Overview of existing PETs
PET

Information source

Actions taken

Implementation

AT&T Privacy Bird

P3P policy

Match and present

Browser plug-in

Integrated Privacy View

P3P extension, edit HTML

Match

Browser add-on

Privacy and Identity Management for Europe (PRIME)

Service provider

Manage credentials, control
interactions, present, match,
negotiate

Needs to be supported by both
users and service providers

Collaborative privacy

Community

Match and present

Browser plug-in

Web of trust

Community

Present

Browser add-on

PIPWatch toolbar

Community

Match with legislation

Web browser add-on

Privacy panel

Service provider

Provide access to privacy information and functionality

Service provider; web site and
underlying system

Privacy nutrition label

P3P policy

Present

Not specified

Privacy finder

P3P policy

Present

Online search engine

Another example of a user agent that utilizes
P3P policies is the Integrated Privacy View (IPV)
(Levy & Gutwin, 2005). Where standard P3P operates on a page level, IPV considers each input field
separately. This is possible through an extension
of P3P that makes it possible to link policy statements directly to HTML elements. IPV can thus
present how an individual piece of information
is handled, and whether or not this matches the
user’s preferences.
The potential of Privacy Bird has been shown
in several user studies (Cranor, et al., 2006). In
practice however, its usefulness has turned out to
be very limited. A major reason is that the agent
is dependent on the availability of P3P privacy
policies, and that few service providers have
published such policies. IPV similarly relies on
the availability of P3P policies, and in addition
service providers need to make changes to their
HTML code.

Privacy Management: Privacy
and Identity Management
for Europe (PRIME)
Privacy agents such as Privacy Bird only deal with
a limited part of privacy management. The PRIME
project is an example of a more comprehensive

privacy solution that has the potential of offering
better privacy, but at a higher cost. The PRIME
architecture (Andersson, et al., 2005; Camenisch,
et al., 2005; Pettersson, et al., 2005) brings different PETs together, in order to protect and improve
Internet users’ privacy. Their goals include
•

•

•

•
•

•

to achieve user informed consent and control related to all disclosure of personal
data,
to allow privacy negotiations in order to
come to agreements with service providers
on how personal data should be handled,
to provide solutions for data minimization so that only the necessary information
is collected and that it is deleted when no
longer needed,
to develop solutions for user controlled
identity management,
to allow a spectrum of anonymity services,
ranging from the use of anonymous communication channels to the use of identity
proofs issued by third parties, and
to ensure accountability for anonymous
users.
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Note that the three latter goals strictly speaking fall outside the scope we are considering in
this chapter.
PRIME services involve three main parties:
the users, the service providers and a certification authority. Users and service providers share
essentially the same architecture. Both hold a
database with certificates and declarations of the
party, default policies for handling of data, and
logs of previous interactions with other parties.
Service providers in addition hold data collected
from other parties. Access to this database is controlled by the access control component, identity
control component and the graphical user interface.
Service providers also have an obligation management component. PRIME offers the possibility to
include components that assure policy compliance.
For service providers, support of PRIME requires modifications to their systems. It is however
possible to start supporting parts of the PRIME
solution and then to gradually include more and
more privacy support. One particularly interesting
feature of PRIME is the possibility to assess the
trustworthiness of service providers. This feature
makes it easier for smaller companies to gain trust
more quickly than what is common today.

Communities: Collaborative
Privacy Management, Web of
Trust, PIPWatch Toolbar
Because of the lack of availability of P3P policies,
it may be – at least in the near future – that PETs
are more likely to be successful if they rely less on
service providers, instead of putting more requirements on them, as is done with PRIME. Kolter et
al. (2010) uses similar arguments as a basis for
suggesting collaborative privacy management.
Their tool consists of four parts; a privacy preference generator, a privacy agent, a data disclosure
log and a browser plug-in. The basic concept is
similar to that of e.g. Privacy Bird; users specify
preferences that are matched with the published
P3P policies of service providers. The major dif-
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ference is that the tool is not dependent on support
from the service providers. Rather than convincing
the service providers to implement and update their
privacy policies, the tool relies on support from
an online privacy community that will contribute
to privacy related information on service provides
by using a Wiki-like Web front-end. Examples of
information that can be provided include general
information on the service provider, the amount
of data that is required, information on who the
service provider shares data with, explanations
of the textual privacy policy, historical policies,
information on whether or not the service providers
adhere to their policy and individual experiences
with this service provider when it comes to privacy.
A simpler but already up and running approach
is the Web of trust (http://www.mywot.com/) addon where users can share information relevant for
trust through a community. Users can rate websites
based on their own experiences, and can in turn
get information on the trustworthiness, vendor
reliability privacy and child safety of a web site.
For privacy the add-on can provide information
on whether or not the site has a privacy policy
and the privacy implications of the practice stated
in this policy.
Another community based browser add-on is
the PIPWatch Toolbar (Clement, et al., 2008) that
helps the users to interpret whether the privacy
policies of the websites they visit comply with
the Canadian private-sector privacy legislation.
The PIPWatch toolbar is not based on any privacy
policy language. Instead users are expected to
contribute with information on the website by
using functionality embedded in the toolbar. This
includes filling out basic information on the website and to send email to privacy officers, asking
them to fill out a questionnaire. The responses
will be stored at a central server and used by the
toolbar to evaluate to what degree the site fulfils
the users’ privacy expectations and the privacy
legislation.
The community based PETs do not put requirements on service providers, and can therefore be
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considered of little direct relevance for businesses.
Businesses should however care about what is
registered about them in various privacy communities. Privacy communities are in many ways a
reaction to the lack of useful privacy information
available from today’s businesses. As businesses
do not provide what users need to make privacy
decisions, users have to provide it themselves,
but then businesses have no guarantee that what
is published about them is indeed correct.

Policy Presentation: Privacy
Nutrition Label, Privacy Panel
Some PETs focus mainly in policy presentation,
in order to make privacy information more available and understandable to users. We have already
mentioned the concept of privacy icons. Another
example is the Privacy Nutrition Label (Kelley,
et al., 2009), which is a design approach to improve the visual presentation of privacy policies
to end users. The design was inspired by nutrition
facts panel on food products in the United States,
hence the name. The Privacy Nutrition Label is
a refinement of its predecessors; the Expendable
Grid (Reeder, et al., 2008), which implemented
the entire P3P specification and thus turned out be
very hard to read and comprehend; and the Simplified Label, which the authors considered to be too
simple (Kelley, et al., 2009). The Privacy Nutrition
Label uses a combination of symbols and color
codes to illustrate how the user’s personal data
will be treated. The data is organized according to
what type of information it represents, how it will
be used by the service provider itself and whether
it will be shared with 3rd party service providers.
The terminology used in the Privacy Nutrition
Label is derived from the P3P specification, but
simplified in order to fit into a one-page summary.
The design has been evaluated by a laboratory
study that compared how end-users perceived
the difference between ordinary textual-based
privacy policies and privacy policies presented
as Privacy Nutrition Labels. The results indicate

that privacy policy information is easier to find
and more enjoyable to read when presented as
a Privacy Nutrition Label (Kelley, et al., 2009).
Where the Privacy Nutrition Label is mainly
concerned with visualizing the content of the
policy, the privacy panel proposed by Schunter
and Waidner (2007) is more concerned with
how users can easily access important privacy
information on a website. They suggest a panel
that consists of four icons: one for access to the
privacy policy, one for access to the stored data
about oneself, one to block identity and another
to delete identity. Schunter and Waidner propose
that this panel can be standardized and used at all
participating web sites, such that the users will
have a common way to control their data. The main
contribution of Schunter and Waidner’s paper is
not the design of the quite simple user interface,
but rather the formalization of the underlying
protocol mechanisms that handles how privacy
controls are implemented and used both locally
and across multiple organizations.
Policy presentation is relevant for businesses
that want to make their privacy policy more
available. The Privacy Nutrition Label is based
on P3P and can be used by e.g. user agents to
provide presentations of various site policies,
but businesses can also use this visualization on
their own web site. The privacy panel is however
something that must be included on the website,
and supported in the underlying systems.

Search-Based Approaches:
Privacy Finder
Search-based approaches can be especially useful when users are considering whether or not to
conduct business with a particular provider. An example of such an approach is the privacy-enhanced
online search engine Privacy Finder (http://www.
privacyfinder.org/) developed and operated by the
CyLab Usable Privacy and Security Laboratory
(CUPS) at Carnegie Mellon University. Privacy
Finder orders search results according to their
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P3P privacy policies. A “privacy meter” next to
the search result indicates whether a P3P policy
exists, and to what degree the policy corresponds
with a list of preset privacy preferences. Clicking
on the privacy meter will open up more detailed
a privacy report on the site.
Like for the other PETs that are based on P3P
policies, businesses that want to be evaluated on
privacy by Privacy Finder need to make their
policy available in P3P. The incentives for doing
so will depend on the popularity of such search
engines, and the action taken if a P3P policy is
not available (e.g., if the site is then given the
lowest score).

CASE STUDY: THE RISE
AND FALL OF P3P
The work on P3P started in the 1990ies, and
represents a great step forward in the quest of
automating the process of communicating data
management practices. However, its history has
been controversial and the standard has been
subject to numerous disputes. In this section we
discuss the background of P3P and point out some
of its technical limitations and obstacles, before
touching upon the P3P uptake and summarizing
the main reasons for its failure.

Background and History
P3P was developed over several years. Early work
started in 1995 when three associates at the Center
for Democracy and Technology (CDT) discussed
the idea of using the Platform for Internet Content
Selection (PICS) (W3C, 1997) for protection of
Internet user privacy. The idea was then further
explored by the Internet Privacy Working Group
(IPWG) who developed a draft privacy vocabulary
(a standard set of terms for web sites to describe
their privacy practices), which eventually was
named the Platform for Privacy Preferences (P3P)
(Cranor & Lessig, 2002; W3C, 2006). P3P was
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officially launched as a W3C project in May1997.
The development process was initially projected
in an 18-month period but turned out to continue
through the next three years. The details of the
specification were changed a number of times
during this period. Initially automatic data transfer
mechanisms were proposed as a part of the P3P
specification, but were later removed. Negotiation
of privacy policy was also considered to be a part
of the P3P protocol and vocabulary, but never
made it into the final specification. The P3P 1.0
specification was eventually released as a “candidate recommendation” in late 2000 (Cranor &
Lessig, 2002). The relatively long development
process was explained by the P3P developers to
be caused by the “deliberative and thoughtful
process” behind P3P (Cranor, Schwartz 1999),
which amongst other things included revision
of the specification based on feedback from the
European Commission (Cranor & Lessig, 2002).

Criticisms
The P3P specification has been heavily questioned, already from the beginning. Large parts
of the critique against P3P as a privacy protection mechanism is based its limited scope. P3P
was a U.S. initiative and has its roots in the U.S.
Federal Trade Commission (FTC) privacy model
(Hochheiser, 2002). As described earlier in this
chapter, the FTC privacy model consists of five
parts: Notice/awareness, choice/consent, access/
participation, integrity/security and enforcement/
redress.
As can be seen, the P3P specification only covers the two first parts: notice/awareness (fetching
and displaying electronic policy files) and choice/
consent (specifying user preferences and matching
them with privacy policies); it does not attempt
to cover any of the other three parts. Probably
the most fundamental problem is that P3P does
not comprise enforcement. P3P in itself does not
provide any mechanism for making sure service
providers act according to their stated policies.
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Hence, the technology involves a risk that the user
may be mislead into believing that if a privacy
policy matches the stated privacy preferences,
it will be safe to proceed. Critics such as Coyle
(Coyle, 2000) therefore argue that P3P fail to address privacy since it will never be able to provide
general privacy protection for Internet users. This
view is shared by Catlett (Catlett, 2000) who states
that “P3P is not going to protect privacy, and the
public shouldn’t continue to be told it will”.
The above criticism mainly applies to the
U.S. (Hochheiser, 2002). Many countries have
laws that protect the individual’s privacy. As an
example, the EU privacy directive (2002) puts
strong restrictions on the use of personal data. To
comply with the privacy principles stated in the
EU privacy directive, organizations must, amongst
other things, inform their users about the use of
their personal data. For example, organizations
need to get informed consent from data subjects
before processing personal data (the principle of
consent). Moreover, the directory states that data
subjects shall be able to check and influence the
processing of their data (the principle of data
subject control). In addition, organizations are
not allowed to process data in a way that is incompatible with the stated purpose of collection.
The EU privacy directive is therefore considerably
stricter that the FTC privacy model, which is more
ambiguous in several respects. Non U.S. Internet
users, such as EU citizens, may therefore find P3P
useful as a complement to already existing legal
requirements that limits the collection of personal
information (Hochheiser, 2002).
Other critics are based on the political context
surrounding P3P. In the middle of the 90ths several
workshops and reports from the FTC promoted
self-regulation as the preferred approach to privacy protection (Hochheiser, 2002). However,
many privacy activists rejected the idea of selfregulation and privacy. Catlett compared privacy
in the U.S. context with copyright in the music
industry to motivate why privacy preferences and
“promises” (i.e. policies) is a model ill-suited

to protect consumer privacy (Catlett, 2000). He
stated that clearly a law is a necessity to protect
the privacy of American consumers. Also Coyle
(1999) argued that since the U.S does not have
data protection laws, a possible breach of the
privacy agreement stated in a P3P policy will not
have any negative consequences whatsoever for
the company in question. A common argument
articulated by privacy activists was therefore that
the large corporation support of P3P is an attempt
to avoid privacy legislation. Similarly privacy
activists also maintained that the slow development pace of the standard was a mean to delay
or avoid regulatory actions (Hochheiser, Catlett).

Technical Limitations and Obstacles
There has also been heavy criticism regarding the
technical limitations of P3P. Hochheiser (2002)
identified the limited scope (only web sites), lack
of limitations on personal data collection and the
restricted vocabulary as the main areas of technical
criticism against the P3P specification. Particularly
the precision of terms is said to be sub-optimal,
which for example makes it difficult for service
providers to express conformance to privacy legislation. While extensions may be developed to
answer several of these shortcomings, this would
conflict with the P3P intention of being simple
and easy to use.
On the other hand, Catlett argued that the P3P
vocabulary was unnecessary complex, since “the
core of consumers’ desires for privacy are simple
and easily stated, but unpalatable for marketers:
consumers don’t want their personal information
sold, shared, or reused for secondary purposes”
(Catlett, 2000). His view was shared by Coyle,
who stated that collection of personal data is
only necessary when purchasing a product online
(Coyle, 2000).
Service providers also experienced practical
difficulties when attempting to translate to textual
policies to the P3P format, something that contributed to the large number of erroneous policies that
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can be found online. Moreover, P3P lacks support
for stating that accepting the current policy also
implies accepting any future versions of the policy.
Also APPEL has its limitations, as pointed
out by e.g. Agrawal et al. (2003). They state that
simple preferences are surprisingly hard to express
in APPEL and that writing the preferences is an
error prone procedure. In addition, APPEL suffers from some serious problems that arise from
the fundamental interactions between P3P and
APPEL. In particular, they point out that with
APPEL users can only specify what is unacceptable, not what is acceptable. Another problem with
APPEL is that its limited expressiveness makes it
difficult to translate real human intentions to a set
of machine-readable preferences, even with support from a user agent with a graphical interface.

P3P Uptake
To achieve its goal, the P3P concept relied on
support from both the client and the server side.
On the client side, P3P support had to be built into
the browsers, as core functionality or as browser
add-ons. Additionally, the users, who access P3P
enabled web sites using their browsers, had to
understand and accept the technology in order to
install and configure the P3P preferences settings.
On the server side, the service providers had to
encode their privacy policies in the P3P format,
maintain them, and make them available to the
P3P user agent.
Even though there have been occasional reports of increasing rates of P3P adoption amongst
service providers, especially for e-commerce
sites (Egelman et al. (2006) showed that out of a
sample of e-commerce websites, 21% contained
a P3P policy), it seems like adoption of the specification is doomed to fail. A study performed in
2005 showed that although 28% of the 75 most
popular domains (the most clicked on domains
from America Online search results) have P3P
policies, only 9% of the sites of a random selection
were P3P enabled (Cranor, et al., 2008). The study
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also revealed that a majority of the P3P policies
contained syntax errors. After what seems to be
the peak in 2005, the number of P3P enabled sites
has been steadily decreasing. A simple sample
performed at the time of writing revealed that large
service providers, such as Google.com and Apple.
com, currently do not provide P3P privacy policies at all. The same is true for social networking
sites such as Facebook.com and LinkedIn.com.
After the launch of P3P in early 2000, Microsoft
has been an avid supporter of the technology, to
the extent that Internet Explorer version 6 (IE6)
and its successors (IE7 and IE8) provide the ability
to display P3P privacy policies and to compare
the policies with the user’s privacy preferences
settings. However, the support is quite limited,
in that only a subset of the specification has
been implemented in the conformance checking;
namely the compact P3P policy, which covers
the use of cookies. IE will not alert the user if
the web site violates the privacy preferences
regarding any other personal information, such
as user-provided data. IE uses the P3P compact
policy, which is transmitted in the HTTP headers,
to make cookie blocking decisions. If the cookie
policy of the service provider does not match the
user’s preferences, IE will display an eye covered
by a do-not-enter sign in the browser frame.
The release of the P3P-enabled IE6 by Microsoft in 2001 was probably the most important factor
for the large number of websites that adopted P3P
in the following years. Service providers quickly
found out that supporting P3P was necessary for
their web sites to function properly when viewed
using this browser (Cranor & Lessig, 2002). IE6
employed a fairly strict privacy policy regarding
cookies. As previously discussed, IE looked for
P3P compact policies; however, in addition to
warning the user, IE6 also automatically blocked
third-party cookies if a compact policy could not
be found. This lead to a situation where sites that
were not P3P enabled, but employed targeted advertising, page counters, etc. (that rely on 3rd part
cookies), did not work in IE6, and its subsequent
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versions (P3P user agents based on compact policies were also implemented as a part of Mozilla
Firefox and Netscape web browsers in early
2000, however, the functionality has since then
been removed).
At its birth, P3P was praised by the Internet
community and widely believed to be the keystone
to resolving large privacy issues on the web. In
practice, the specification has never been widely
adopted, something that by some was predicted
already early in the project (Catlett, 2000). In 2006,
the work on P3P was officially suspended by the
specification group due to the “insufficient support from current browser implementers” (W3C,
2007). In an interview from 2009 one of the W3C
spokespersons on privacy stated the main reason
for the P3P failure was that they “did not manage
to convince the browsers” (Out-Law, 2009). Even
though P3P policies were implemented and made
available by the service providers, transparency
was never really achieved because the client side
did not utilize all the privacy information (i.e. P3P
policies) that was actually out there.

Reasons for Failure
There are several reasons why P3P never became
a success in the market. In hindsight, we are here
able to point out some of the most obvious ones.
P3P’s dependence on service providers to
declare their privacy policy using the P3P policy
language is one of the factors explaining why it
never reached critical mass of adoption (the stage
where adoption becomes self-reinforcing). Some
have asserted that P3P suffered from the “chicken
and egg” problem (Schwartz, 2009). The problem
is that with few P3P compliant web sites, the user
demand for P3P user agents is low, which in turn
reduces the usage of P3P-declared policies. And
if no one is using the P3P policies, why should
service providers bother providing them? Reaching the critical mass is what turns this around to a
positive reinforcement, rather than a negative one.

It has been said that many of the service providers who were early P3P adopters supported
the technology to show their customers that they
respected their privacy and to demonstrate a voluntary step to address privacy concerns (Cranor &
Lessig, 2002). On the contrary, service providers
currently have little or no incentive to implement
or facilitate the use of machine-readable privacy
policies such as P3P. From the service providers’
perspective, information gathering is extremely
important; however, there is a trade-off between
obtaining as much information about the users a
possible, while still preserving their trust. If service
providers are to implement privacy enhancing
measures, there will have to be a very concrete
and measurable upside - fuzzy concepts such as
“community spirit” and “doing the right thing” are
unlikely to carry the day. In our opinion, for a user
agent to become useful in practice, convincing the
service providers to adopt the concept is the key
to success. P3P never represented a competitive
advantage for the service providers in this respect.
Even though the P3P vocabulary may have its
limitations, its specification was by many considered as far too complex. There was never any
user interface that could use all the metadata in
the specification; most of the tools implemented
only a subset of the specification. P3P was therefore never fully implemented, as the creators had
hoped (Schwartz, 2009).
Microsoft did it best to push the usage of P3P
by forcing web site developers to create P3P compact policies to be able to use third-party cookies.
However, the result was not as intended. Many
developers chose a “quick fix” by simply looking
for P3P policies and compact policies on random
Web sites and copying them onto their own sites
(Cranor, 2002). Even though Microsoft’s effort
contributed to the increased number of P3Penabled sites, the result was not as expected. A P3P
policy is considered a contract and must therefore
be consistent with the web site’s human readable
policy. The large number of random (and often
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erroneous) P3P compact policies that could be
found online did not contribute to its credibility.
As discussed in the previous section, the P3P
working group never managed to convince the
big browser developers to support the technology
(with the exception of Microsoft and its cookie
handling in IE6). One of the key concepts of P3P
was transparency, i.e. its ability to let the users
say what is acceptable and what is not, and be
informed of to what degree a particular service
provider treats his personal information in ways
that he does not like, without any knowledge of
the underlying technology. This objective could
never be achieved without support from the
browser developers. Even though several browser
add-ons were developed and distributed (the most
well-known being the AT&T Privacy Bird), the
lack of built-in P3P support in the browsers meant
that the majority of the users were never aware
of the technology and its possible implication on
their personal data management.
The fact that P3P in its basic form cannot ensure
that a service provider conforms to its own privacy
policy, contributes to the hesitancy to adopt the
technology. Especially browser developers are
likely to be reluctant of enabling support for the
technology because a P3P policy represents a
privacy promise that may not be kept. Supporting
P3P may therefore fool the users into believing
that their browser will be responsible for handling
their private information in the way stated in the
users’ privacy preferences.
The end-users also represented a huge challenge in the P3P project. The deployment of
P3P assumed that the users regarded the privacy
policies as trustworthy, and that they would act in
accordance with their privacy preferences. Unfortunately, as discussed earlier in this chapter; even
though most users claim to be concerned about
their privacy, this has little effect on their actual
behavior. This implies that most people do not
take the time to read through the privacy policy,
and those who do probably do not understand it.
We also believe that most users do not understand
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the implications of personal data sharing; they
look for short-time benefits rather than long-time
consequences. It is also questionable whether
users pay attention to, or tinker with, the default
settings for any software that is already working.
It is therefore highly uncertain whether users will
spend time to actively specify their privacy preferences, or even to browse through the P3P summaries presented by the client software. Finally,
most Internet users are not technically savvy. It
is therefore a challenge to make people play an
active role in the protection of their own privacy.

Current Status
P3P is not dead. Creating new user agents or new
languages based on P3P is not a waste of time. In
fact, in a time when social networking and personal
data sharing has become an integrated part of the
daily life, tool support to help the users control
their privacy is more important than ever before.
The concept of machine-readable policies, and
preferences, is still considered a very promising
approach. We should learn from the P3P creation,
deployment and promoting process when building
future privacy enhancing technology.

FUTURE RESEARCH DIRECTIONS
The adoption of PETs is currently low. One possible way of increasing adoption is of to push PETs
through legislation, forcing businesses to support
and provide such technology. Another option is to
build PETs that are relevant and beneficial enough
to be implemented of own free will. Such new and
more relevant PETs need to:
•
•
•

Constitute a competitive advantage for service providers.
Be easy and pleasant to use for end users.
Provide functionality that adequately represents the complexity of the privacy area.
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As explained above, P3P fails in all these
respects. Service providers that supported P3P
early on did not gain a competitive advantage, as
the technology was only useful to users when a
large portion of the service providers supported
the technology, and when proper user agents
were available that built on P3P. For end users,
the agents that are based on P3P have suffered
from usability problems, e.g. when it comes to
presentation of policies in an understandable way,
and in the support users are given in their preference specification. P3P has also gained critique
for shortcomings of the vocabulary.
If service providers are to implement PETs,
they will need a clear and positive answer to the
question: “What’s in it for them?” As previously
explained, the motivation for offering and supporting PETs can be to build reputation and trust, to
keep their customers happy, to gain a competitive
advantage or to reduce the risks associated with
privacy compromise. PETs may even result in an
increased willingness of users to share personal
information. However, the investments that need
to be made, both technically and for marketing
purposes, and the uncertainty of the effects of
these investments are likely to result in businesses
investing their money elsewhere. More research
is thus needed on the likely effects of using PETs
so that businesses can have an improved decision
basis.
Current PETs are, like P3P, commonly dependent on a certain level of adoption to be considered
useful for end-users. Thus, businesses have little
incentives to be first out on PET adoption. New
PETs need to solve these problems, so that businesses that are pioneers in implementing PETs,
can gain from this investment even though others
may not follow them.
If PETs are to be successful, they need to be
perceived as useful by the end-users. Users also
must be made aware of them. This is challenging
as today’s Internet users do not spend a lot of time
and effort on managing their privacy. Research is
needed to improve our knowledge of what privacy

support that users actually want. More research is
also needed on how to present privacy information
in a user-understandable way. But maybe even
more important, we need PETs that are useful to
users despite users’ lack of privacy understanding,
and lack of willingness to spend time on privacy.
PETs should make the right privacy information
and advice available at the right point in time.
The Integrated Privacy View solution can be used
as a starting point in this respect, as IPV allows
users to get easy access to the privacy implications of providing specific information pieces at
the point in time when this information is shared.
Using PETs should also not be time-consuming
and require users to take part in complex setup
processes, potentially forcing them to make difficult and emotion-laden decisions regarding what
they allow or disallow when it comes to personal
information. The privacy paradox aside, users are
most frequently put off by lengthy configuration
processes for specifying preferences. One way of
tackling this challenge may be through machine
learning approaches that track user behavior, helping users to behave consistently with respect to
privacy (Tøndel, Nyre, & Bernsmed, 2011). An
additional challenge here is today’s pervasive
computing practices, where users access the web
through a multitude of devices, many of which are
mobile. This also implies that a future “preference
generator” will need to take context information
such as time and place into account.
Privacy is complex and personal. Individuals
may have quite different opinions on what is acceptable and what is not, and what is acceptable
may additionally vary between situations. Solutions that take an over-simplistic view of privacy,
e.g. by having users specify a set of simple rules
that always apply, are likely to be less useful
to users, producing advices that do not match
the situation the user is facing. Instead, privacy
solutions are needed that take into account the
complexity of privacy decisions. Especially solutions should acknowledge that privacy decisions
are in many ways cost-benefit tradeoffs. Tools
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that only consider the costs will be less relevant
than tools that also consider the benefits involved.
Currently PETs in general have only focused on
the costs of sharing information, while businesses
and end-users are more focused on achieving
benefits. These benefits should also be taken into
account by PETs.
More research is also needed on the role that
third-parties should play in privacy technology.
A limitation of the privacy policy approach (e.g.
P3P) is the lack of control that companies actually
follow what is written in their policies. Stricter
privacy legislation is an option, but one could
also consider improved privacy seal programs
and third-party control, possibly integrated with
PET tools.
Participating in social networks while at the
same time preserving privacy is currently a challenging task. Neither Facebook nor LinkedIn
currently support P3P, and it is not clear how this
could be successfully implemented. Privacy in
social networks could be a research topic of its own.
In the quest for relevant and useful PETs it
will be important to look beyond the common
focus on improving presentation and availability
of privacy information. Real advantages are likely
to be experienced when privacy support is built
into the systems, and not only addressed by adding
privacy policies. As an example of such a future
privacy service, we describe some ideas related
to service adaptation (Nyre, Bernsmed, Bøe, &
Pedersen, 2011). This type of PET can be useful
in cases where collecting personal information
is not central to the service to be provided, but
still considered by the provider as a nice option.
Assuming that a user employs a browser or
third-party plug-in that has access to the user’s
privacy preferences, these can be communicated
to the service provider during session initiation.
Based on these preferences, the service provider
can refrain from asking for information which
would violate the user’s privacy preferences.
This would improve the user experience, saving the user from eschewing a site which is too
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noisy, and the service provider would not lose a
potential customer because of information that the
provider doesn’t really need. For other users with
more relaxed preferences (or even with no privacy
preferences) the service provider can collect more
information, possibly in return for more services.
For this to work, a universal, standardized format
for privacy preference specification is needed. It
may even be possible to establish a community
portal of privacy preferences, where a simple ID
(or URI similar to those provided by http://tinyurl.
com) can be used to identify a complex policy.
The user (or client) then only needs to communicate the ID to the provider, which can retrieve
the full policy from the online repository. Tools
for generating privacy preferences would upload
complete policies to the repository, but only new
unique policies will create a new ID.
To sum up the research challenges, there is a
need for improved knowledge and understanding
of the likely effects for businesses of supporting
or offering PETs, but we also need to develop
improved privacy technology. Researchers should
learn from the failure of P3P and develop PETs
that are better able to meet the requirements of
both end-users and businesses, and can thus be
used as a business advantage.

CONCLUSION
This chapter has discussed Privacy Enhancing
Technologies in a business context, highlighting
both challenges and opportunities. One insight that
emerges from this work is that the most important
part businesses can play is the facilitation of PETs
deployed by others; i.e., even if businesses are
not pushing PETs at their customers, they should
provide foundations and interfaces that cater to
the PETs that their customers decide to use. This
includes making machine-readable privacy policies available.
Although P3P has failed to deliver on its
promise, we maintain that it is important for busi-

Privacy Enhancing Technologies for Information Control

nesses to be proactive when it comes to PETs.
The alternative would be to surrender the playing
field to the community-based approaches, and
although these can provide a useful service to
consumers, the businesses themselves will have
few opportunities to influence them with respect
to incomplete or erroneous information.
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ADDITIONAL READING
Clarke provides a largely non-technical treatise
on the business motivations for deploying Privacy
Enhancing Technologies (Clarke, 2008). A European perspective on such motivations is provided
by Borking (2009), although it should be noted
that we have found no independent confirmation
of Borking’s claim that an organization which is
innovative with respect to implementation of advanced Identity and Access Management (IAM),
will also be more likely to deploy PETs.
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The P3P web site (http://www.w3.org/P3P/)
provides a wealth of information on P3P, and
also provides links to other P3P documentation.
The book “Web Privacy with P3P” (Cranor &
Lessig, 2002) explains the working of the P3P
protocol in depth. The book is written by Lorrie
Faith Cranor who was a co-author of the P3P and
APPEL specifications, and who served as chair of
the P3P specification working group at the W3C.
Lorrie Faith Cranor and colleagues have thus been
working with P3P from its inception, and provide
an insider view of the technology (Cranor, 2002,
2003; Cranor, Arjula, et al., 2002; Cranor, et al.,
2008; Cranor, et al., 2006; Cranor & Lessig, 2002).
A more critical view of P3P is offered by Hochheiser (2002). Argyrakis et al. (2003) presents a
thorough survey of PETs, which in spite of its age
is still surprisingly relevant. For an up-to-date view
of US policy work on electronic privacy, see the
reports from the U.S. Federal Trade Commission
and Department of Commerce (FTC, 2010; IPTF,
2010; NTIA, 2010).

KEY TERMS AND DEFINITIONS
P3P: Platform for Privacy Preferences.
Personal Information: Any information that
can be stored, and associated with an identifiable
person. Personal data includes, e.g., a person’s
full name, e-mail address, IP address, credit card

number, digital identity, membership in groups,
relationships to other people, financial data and
purchasing history, and so on. Sometimes, the
term “personal identifiable information (PII)” is
used instead of personal information.
PET: Privacy Enhancing Technology.
Privacy Paradox: The fact that although most
users claim to be concerned with privacy, their actions are usually anything but privacy-preserving.
Privacy Policy: A policy published by a service
provider stating how the service provider will
use personal information collected from users of
the service.
Privacy: The right to be left alone. Can
sometimes be achieved through confidentiality,
but not always.
Reputation: The opinion or social evaluation
of a group toward an entity such as a person, business or organization.
Risk: Probability of (unwanted) incident
multiplied by the cost occurred when the incident
manifests itself. Cost does not necessarily have
to be a monetary value, but in order to simplify
calculations, non-monetary costs (such as loss of
reputation) are usually assigned a monetary value.
Security: Mechanisms that protect a system
from its environment. Composed of the three
parts Confidentiality, Integrity and Availability.
Trust: Expecting another party to behave as
they say they will.

31

