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Abstract—The use of IoT devices in the future electricity
domain (known as the smart grid) has numerous benefits, such as
improved reliability of the power system, enhanced functions of
SCADA (Supervisory Control and Data Acquisition), improved
monitoring and management of operational power grid assets,
and advanced metering infrastructure. The smart grid concept
relies on the integration of high-speed and reliable communication networking technologies in order to provide twofold benefits one for the interconnection between the existing power grid and
intelligent information systems, and another for enabling realtime grid monitoring via IoT devices. However, the security of
IoT devices themselves is a challenge due to the trade-off between
device cost and secure communication requirements. Further,
current electricity grids require robust and secure wireless
communication infrastructure to realize transformation to smart
grids. 5G networks are considered an enabler for digitalization
of power grids and facilitating IoT connectivity for future smart
grids with several benefits, such as low latency, ultra high speed,
and improved reliability. However, the use of public 5G networks
may introduce new types of security risks to the IoT-based smart
grid infrastructure. In this paper, we analyze the security aspects
of 5G security specifications released by the 3GPP standards
organization from the perspective of IoT-based smart grids.In
particular, we consider a smart grid scenario utilizing 5G as a
wireless communication infrastructure, and present 5G benefits
to several security aspects such as authentication, confidentiality,
integrity, resiliency, and availability. Further, we outline security
risks to IoT-based smart grids originating from compromised 5G
network-related infrastructure.

I. I NTRODUCTION
The smart grid is more than smart meters [1], and the
true potential is not realized before independently controlled
sensors and actuators (in the grid primarily breakers) are linked
up to the Supervisory Control and Data Acquisition (SCADA)
paradigm in a true Internet of Things (IoT).
In the electricity domain, the Distribution System Operator (DSO) needs to maintain stable operation of the grid
in all possible situations, also considering increasing usage
of Distributed Energy Resources (DER). Hence, the DSO
needs to employ different sensors and actuators on a large
scale, and this quickly evolves into what we know as the
Internet of Things (IoT). Further, there is a need for wireless
communication technologies in order to perform real-time
monitoring of smart grid operations via exchanging data from
IoT devices. The main wireless communication technologies
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in the context of smart grids include 3GPP (2G/3G/4G/5G
cellular networks) and non-3GPP (IEEE 802.11ah, SIGFOX,
and LoRa). However, 3GPP cellular technologies such as
2G, 3G, 4G, and 5G are more beneficial for smart grid
scenarios due to their ability to provide wider coverage to
large geographical areas.
According to a recent EU report [2], wireless technologies
– in particular 5G – may potentially solve some of the smart
grid related challenges faced by utility companies, such as
connecting a vast number of sensors and delivering ubiquitous coverage with high security and reliability. Further, 5G
networks are widely considered as the main component of
future smart grids, as several 5GPP pilot projects funded by
EU demonstrate 5G based smart grid use cases [3], [4], [5].
The 5G networks marry a new service-based architecture with
advanced wireless technologies to deliver innovative business
use-cases requiring low latency, high capacity, and high reliability. However, there are some security concerns related
to the 5G network and its deployments for national critical
infrastructures. In this paper, we analyze the 5G security
architecture proposed by the 3GPP in order to understand safe
and secure adaption of 5G networks for the IoT based smart
grid domain. We discuss how the 5G communication network
benefits numerous IoT based smart grid applications, such as
for maintenance, safety, and security operations. In particular,
we consider a scenario in which IoT devices use 5G cellular
networks to communicate with the smart grid operation center.
Accordingly, we outline a threat model for such a scenario,
and present security features of 5G networks applicable for
future smart grids.
The remainder of this paper is organized as follows: In section II we present relevant background information about IoT
device deployments in smart grid and 5G network evolution.
In Section III we briefly mention related work considering 5G
and security in smart grids. Section IV discusses the threat
model for a smart grid when 5G is primarily used as a wireless communication medium, taking the adversary model and
capabilities into account, followed by security requirements
in Section V. We present 5G architectural security benefits
to a smart grid scenario in Section VI. Before concluding this
paper in Section VIII, we discuss potential security risks to the
IoT based smart grid infrastructure from 5G network related
attacks in Section VII.

II. BACKGROUND
According to NIST, smart grid is defined as “a modernized
grid that enables bidirectional flows of energy and uses twoway communication and control capabilities that will lead to
an array of new functionalities and applications.” To modernized existing grids, IoT devices and the communication
technologies play an important role. In this section, we describe benefits of 5G as a communication medium, and the
need of IoT devices for digitization of the exiting smart grid
infrastructure.
A. 5G and the Promise of Secure Ubiquitous Communication
5G can act as a vehicle to drive the digitalization phase
for industry 4.0 and assist in realizing a gigabit networkedsociety in the coming information age. The new service
based 5G architecture will marry data collection and advanced
computation techniques with billions of connected devices,
thereby opening up new business opportunities with an impact on global industries and economy [6]. The use-cases
of 5G typically highlight needs for high bandwidth, massive
IoT (low bandwidth) connectivity, and possibility of extreme
low latency at the edges, or combinations thereof. The 5G
networks attempt to showcase a number of use-cases to critical
infrastructures such as emergency services, transportation,
health, telecommunication, and financial services. Most of
these critical infrastructures – including smart grids – could be
using IoT devices as sensors to detect system faults or threats,
or to collect critical information.
The 5G network is an evolution of 4G, and promises ultrahigh wireless speed, low latency, reliability, increased capacity,
and flexibility to satisfy the needs of different services. At the
same time, the 5G security architecture integrates 4G security
and enhances the weaknesses of previous generation cellular
networks. Typically, cellular network architectures are divided
into two types – Radio Access Network and Core Network.
In the following subsections, we briefly discuss 5G network
architecture and types necessary to understand security aspects
relevant for smart grids.
1) 5G Radio Access Network: The Radio Access Network (RAN) in 5G consists of end-devices (for example,
mobile devices, IoT devices, connected cars, etc.) and the
base stations. Advanced wireless techniques such as MIMO
(Multiple Input Multiple Output) enable low-latency to ultra
high-speed communication via 5G base stations, which are
referred to as 5G NR in technical terms. For simplicity, we
use base station terminology throughout the rest of the paper.
In the context of the smart grid, the RAN enables secure
connectivity to the IoT devices via the use of eSIM (embedded
Subscriber Identification Module). This type of eSIM modules
are used for authentication and deriving subsequent security
(encryption and integrity) keys to secure wireless communication. Overall, the RAN is responsible for authentication,
availability, confidentiality and integrity aspects of the 5G
wireless infrastructure.

2) 5G Core Network: In 5G, the Core Network (CN) is
very different than in 4G due to the use of several advanced
ICT technologies such as cloud computing, network function
virtualization, and programmable Software-Defined Networking (SDN). The 5G CN introduces a new Service-Based Architecture (SBA) that will enable deployment of new services
much faster than in 4G by the use of cloud computing technologies. In addition, it uses edge-cloud computing techniques
in which base stations will be connected to the edge-clouds
directly (unlike in 4G). The edge-cloud techniques together
with the SBA architecture enable Mobile Edge Computing
(MEC)1 in 5G networks. MEC enables serverless computing
from the massive IoT device deployment perspective [7], thus
increasing the network resiliency.
3) 5G Network Types: There are two types of 5G networks:
Non-Standalone Network (NSA) and Standalone Network
(SA). In NSA, the 5G network uses existing core network
infrastructure and functionalities of 4G together with new 5G
New Radio (NR) base stations. Whereas in SA mode, the
network uses 5G base stations together with the SBA based
core network architecture. In the context of the smart grid, the
SA mode 5G complements the self-healing and automation
requirement of smart grids.
B. The Internet of Insecure Things in smart grids
Typically smart grids offer bi-directional information flow
among the several system service providers such as power
generation, transmission, distribution, and utilization. For enabling such bi-directional information flow, smart grids need
to use various IoT devices for the operating, monitoring, data
collection, analysis, safety management and control of the grid
operations [8], [9], [10], [11]. These types of IoT devices
are usually deployed at power plants, distribution centers,
microgrids, and end-user premises. The IoT devices enable
the connectivity and provide a mechanism for bi-directional
information flow to the control smart grid center.
For reliable connectivity, IoT devices employ various communication technologies of both the short-range type (Bluetooth, WiFi, Ultra-Wideband (UWB, Zigbee)) and long-range
type (cellular networks 2G/3G/4G/5G). In this paper, we focus
on the use of cellular networks – in particular, 5G – for
enabling secure communication for IoT devices.
There are different types of characteristics and requirements
for IoT devices within the smart grid; for example, low
power, low data rate, short or long-distance communication
with limited storage and processing capabilities. Thus, security
mechanisms used for such IoT devices vary according to their
characteristics. IoT device security (including hardware and
software security) is beyond the scope for this paper. However,
we focus on how certain features of 5G networks can be used
for improving the security of IoT devices in smart grids.
1 Mobile Edge Computing is defined as an evolved cloud computing
technique in which applications are hosted at the network edge instead of
in the centralized data centers.
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III. R ELATED W ORK
In this section, we present a brief overview of related work
in the area of 5G networks from a smart grid and IoT security
perspective, and show how this paper differs from previous
efforts.
Moongilan [12] and Cosovic et al. [13] investigate the
use and benefits of 5G for smart grids from the perspective
of electromagnetic compatibility and network environment,
respectively. Further, Leligou et al. [14], from the NRG-5
project in the 5GPP working group2 , specify how a 5GPP
compliant software framework benefit the energy domain,
and provide a few such examples. In contrast, in our paper,
we focus on analyzing 3GPP 5G security specifications and
how these standardized methods would benefit the smart grid
domain. De Dutta and Prasad [15] discuss security for smart
grid in 5G and beyond networks, however, our paper outlines
5G security capabilities according to the 3GPP specification
and their role in securing smart grids. Further, Kimani et
al. [16] and Bekara [17] present security issues and challenges
for the IoT based smart grids, whereas our paper focuses on
how 5G can solve some of those challenges.
IV. T HREAT M ODEL
From the perspective of the smart metering infrastructure
(AMI), Tøndel et al. [18] identify the main Smart Grid
assets as configuration information, identities of smart meters,
control messages, meter readings, the DSO’s Head End System
(HES), tariffs stored in meters, and the physical meters themselves. Looking at security consequences of tighter integration
between SCADA networks, distribution management Systems
(DMS) and AMI, Frøystad et al. [19] identified SCADA
breaker operations (i.e., the ability to control breakers in the
power distribution network using SCADA), SCADA breaker
status and AMI breaker operations as the primary Smart Grid
information assets.
The previous two examples highlight the importance of
secure communication in the smart grid. Considering the use
of 5G networks in smart grids, we categorize the threat model
2 http://www.nrg5.eu/about-us-2/. The ultimate project goal is to render the
deployment, operation and management of existing and new communications
and energy infrastructures(in the context of the Smart Energy-as-a-Service)
easier, safer, more secure and resilient from an operational and financial point
of view.

into two types of attacks – local wireless attacks, and remote
attacks against 5G or smart grid infrastructure.
In local wireless attacks, an attacker can be expected to
have software and hardware capabilities to intercept or sniff
wireless communication in the coverage area of 5G base
stations or nearby deployed IoT devices. These types of
wireless attacks can be performed either as passive or active
attacks, which is analogous to the malicious adversary model
used in cryptographic protocols [20]. The primary motives
of the adversary against IoT devices communicating with the
different network elements of the smart grid infrastructure are:
• learn the precise location of IoT devices in a given
geographical area
• attempt to intercept or modify the 5G wireless communication traffic
• deny 5G wireless communication services to IoT devices.
In remote attacks, an attacker will have highly sophisticated
capabilities in terms of technical knowledge and financial
resources for carrying out attacks against smart grid infrastructure elements, including the 5G network transporting IoT
data. The primary motives of the remote attackers are:
• attempt to compromise 5G network related components
to steal the smart grid related critical information
• mount attacks against IoT devices via compromised 5G
network elements
There are several known cases of related remote attacks
against control systems in the energy sector, from Stuxnet in
2010 [21] via the Dragonfly campaign in 2014, the attacks
on the Ukranian power grid in 2015 and 2016 [22], to the
Triton attack in Saudi Arabia in 2017 [23]. All indicators
point toward tighter integration between control networks
and general ICT networks. Ridge Global [24] states that
modification to the power grid should not increase the attack
surface, but this is unfortunately rather optimistic. Increased
functionality invariably increases the threat landscape [18].
V. S ECURITY REQUIREMENTS FOR I OT IN S MART G RIDS
We describe the security requirements of IoT wireless
communication in the context of smart grids according to the
ENISA recommendation for critical infrastructure [25]. Note
that we only describe wireless communication related security
requirements from ENISA recommendations [25]. Related to
IoT devices in all types of emergency situations, a technical
report from ETSI presents requirements for a smart city use
case, however, smart grids are not directly included in the
standard [26].
• Authentication: IoT devices (including sensor types of devices) are required to support lightweight and mutual authentication methods. In addition, scalable key exchange
mechanisms are a challenge and need to be included for
subsequent security procedures such as encryption of the
data.
• Privacy: The privacy of customer and system data needs
to be preserved while communicating over different types
of wireless technology methods.

•
•

•

Availability: The network should provide robust and
always-on connectivity to the IoT devices.
Confidentiality: The communication protocols need to
provide secure methods to ensure the confidentiality of
IoT data transmitted over-the-air.
Integrity: The over-the-air communication data needs to
be integrity protected.

VI. E NABLING SECURE I OT OVER 5G IN S MART G RIDS
In this section, we consider use-case scenarios in which IoT
devices within a smart grid are connected over a 5G wireless
network infrastructure. According to this use-case scenario,
we present benefits of 5G applicable for enabling a secure
wireless communication medium in smart grids.
As shown in Figure 2, we consider two types of IoT devices:
Type A category devices are regular IoT devices; for example, connected cars, drones, etc.
Type B category devices are resource-constrained devices deployed at remote locations; for example, small wireless
sensors or actuators used for temperature detection, leaning of electricity towers, etc.
The type A and B devices connect to the Smart Grid Control
Center (SGCC) using 5G radio base stations via a Mobile
Edge Computing Host (MECH) and the 5G Core Network. The
5G core network consists of a number of different elements;
however, most of these are out of scope for this paper. We
describe a few elements of the core network responsible for
providing security and privacy related features to the IoT
devices. In particular, we mention the Authentication Server
Function (AUSF), the Unified Data Management (UDM), the
Network Exposure Function (NEF), the Session Management
Function (SMF), and the Access and Mobility Management
Function (AMF). The Smart Grid Control Center is hosted in
the smart grid infrastructure, and receives data via the 5G core
network from the IoT devices. The interfaces Ia , Ib , Ic , and
Id among the SGSC, MECH, 5G RAN and 5G Core Network
are connected as shown in Figure 2 via a private network or
as specified by the 3GPP 5G security specification [27].
We present the following security benefits provided by a 5G
enabled smart grid infrastructure.
A. Authentication
The 5G network provides a Universal Subscriber Identification Module (USIM), a hardware module for the use
of device authentication, including IoT devices. In cellular
networks, the USIM acts as a root-of-trust hardware element
and can be removable or embedded in the IoT device itself.
The embedded version is technically referred to as an eSIM.
Such eSIM modules provide a unique way to authenticate
IoT devices towards the network services and eventually to
smart grid owners as well. For our smart grid scenario, the
type A IoT devices can be equipped with eSIMs. In the case
of type B, there could be a limitation in terms of power
and system performance. However, type B small sensors may
use a gateway equipped with eSIM for reporting readings
or measurement data to the SGCC. In addition, similar to

work presented by Cherkaoui et al. [28], eSIM based security
solutions together with Physical Unclonable Functions (PUF)
based security solutions can be used for authentication and
authorization of resource-constrained type B IoT devices. The
eSIM modules are widely used in today’s IoT devices. According to SIMalliance, due to the fact that the eSIM provides
a remote management framework, they add flexibility and
control, authenticated connectivity, and dynamic security [29]
(for example security credentials or algorithms can be changed
remotely over-the-air).
The eSIM or removable USIM in IoT devices or gateways
consist of a symmetric master key Ki . The same key Ki
is also stored in the core network component AUSF, and is
used to derive subsequent authentication keys for IoT devices.
The authentication is performed using Authentication and Key
Agreement (AKA) or the EAP-AKA protocol [27], [30]. The
5G AKA protocol is stronger than the previous version used
in 4G networks; in particular, identity privacy is improved.
In addition, the 5G AKA protocol provides protection against
malicious wireless attacks originating from fake base stations
(such attacks are possible in 4G networks [31]). However,
there are a few privacy issues allowing tracking of the 5G
devices [32]. The smart grid operator can utilize the eSIM
remote management framework to monitor or install add-on
services (for example device profiles).
In addition, the smart grid provider can use their own
authentication methods in 5G networks for IoT devices instead
of eSIMs such as certificates and pre-shared keys [33]. These
methods could be useful for type B IoT devices in which use
of eSIM would be expensive in terms of cost and technical
capabilities. The 5G security standard supports EAP based
secondary authentication methods between IoT devices and
the external data network [27] (in our smart grid scenario for
example with DSO or an actor managing IoT device types A
or B via the SGCC).
B. Confidentiality and Integrity
The over-the-air (OTA) encryption is improved in 5G compared with previous generations. In our smart grid scenario
context and according to the 5G security architecture [27], the
OTA encryption starts from the IoT devices and terminates at
the 5G base stations. Please note that the smart grid provider
can utilize an additional layer of encryption for their own
application, i.e., end-to-end from IoT devices to the smart grid
operation center. In this paper, we focus only on the OTA
encryption features and different capabilities offered by 5G
networks.
The 5G network offers three variants of OTA symmetric
encryption algorithms with 128-bit key size – SNOW 3G,
AES and ZUC based algorithms [27]. Similarly, these three
algorithms also offer integrity protection for the OTA traffic.
These encryption and integrity algorithms are 3GPP standards
compliant, and keys are derived from the AKA protocol used
for authentication purposes and key Ki (stored in the eSIM).
Both encryption and integrity protection algorithms support
128-bit key size in 5G networks. In 4G, network user traffic
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is not integrity protected, however, in 5G such type of traffic
(for example, feeder readings from Type A IoT devices) is
integrity protected [27].
As the core network is based on SBA, network interface
security between MECH to 5G RAN and MECH to SGCC
can be protected using SSL/TLS [34] or IPSec [35].

C. Resiliency and Availability
According to the FP7 FINESCE project [36], [14], it is
estimated that when electric vehicle penetration reaches 10%
in the EU, the energy load will peak in the evenings at
about 38GW, thereby introducing potential stability risks to
the utilities. Leligou et al. [14] also highlight a need of ultrafast response requirement of a communication network for
smart grids specifically in the case of Phasor Measurement
Unit (PMU) for fast monitoring of distribution feeders with
data refresh of 10 to 50 timers per second. In addition, they
point out that increasing proliferation of EVs, deployment
of smart chargers and their management by DSO requires
near real-time communication for vehicle to grid flexibility
services. To support these low-latency and near real-time
communication requirements, the 5G base station supports
Ultra-Reliable Low-Latency Communication (URLLC) radio
services for smart grid scenarios. Although URLLC benefits
of 5G network may be realized in 5G SA mode deployments,
5G security standardization (phase 2 [37]) for URLLC services
is being developed at the time of writing this paper. Further,
Gustav Wikström et al. from Eicssson and ABB demonstrated
how 5G URLLC can be used to provide line differential
protection [38]. Their research indicates that fiber based com-

munications used between protection units3 can be replaced
with low-latency 5G network.
In 5G SA deployment mode, a single base station can be
deployed as two split units, a central and a distributed unit
base station. Consequently, such a splitting method provides
greater resilience against (technical or natural disaster related)
failures and attacks against 5G base station specifically. The
5G security architecture supports legacy networks such as
4G, hence IoT based smart grids benefit from multi-network
connectivity in terms of security and services when 5G radio
is not available in some circumstances (for example DoS
attacks or service disruptions). The SBA enables a network
slicing feature to isolate groups of network functions from
other functions in the 5G SA mode. For example, the network
slice responsible for handling IoT devices within the smart
grid can be isolated from other network slices serving normal
5G mobile phone traffic. Similarly, high or low priority can be
given to a particular network slice in 5G SA mode. Further,
the use of software and cloud-based technologies in the 5G
core network enables the creation of network functions that
can be scaled depending on the traffic load or isolated under
the attack or network disruptions.
D. Security Standard Compliance
As compared with other wireless technologies, 5G networks
use 3GPP/ETSI standard compliant security protocols (such
as AKA, IPsec, TLS, DTLS, etc.) and architectures. Consequently, the smart grid owner benefits from the requirement
of standardized security procedures while using 5G networks.
3 Malfunctions in the grid may lead to serious damage in the power grid
infrastructure or to the connected consumer infrastructure (for example a
factory or end-users). Hence, it is very important and critical to timely detect
faults and subsequently handle such errors in the grid. This type of detection
is handled and performed by the Protection Units and line differentiation
protection [38].

Although this does not resolve security and trust issues in IoT
device supply chain and logistics, the network communication
infrastructure may address such security issues in the upcoming 5G network due to dedicated 5G security certification and
assurance related activities in the 3GPP [39]. For example, 5G
network elements such as base stations or dedicated hardware
devices have to follow new 5G security certification and
assurance schemes as specified by the 3GPP standard.
E. Non-Public 5G Networks
Compared with cellular networks offering services to general public users, a 5G non-public network (also referred to as
private 5G networks) provides wireless network connectivity
to a certain organization while deployed at their own premises;
for example, a factory or corporate offices. Such type of
non-public networks are ideal for enabling connectivity and
automation for Industrial IoT (IIoT) devices, according to the
5G-ACIA group4 . In the context of smart grids, such type of
non-public 5G networks may be useful for energy production
power plants or large-scale solar farms for collecting data from
IIoT devices. For smart grid actors, the benefit from such
non-public 5G network deployments is the isolation of IoT
device traffic from public users or devices (in addition to low
latency and always-on connectivity), thereby reducing threat
landscape and attack vectors. However, the security of such
type of Standalone 5G networks needs additional consideration
on selecting the appropriate security mechanisms as outlined
in the 5G-ACIA report [40].
VII. T HREATS ORIGINATING FROM 5G NETWORKS
In this section, we highlight weak security interfaces of the
5G architecture and outline relevant attacks against the smartgrid infrastructure. As shown in figure 2, the 5G architecture
is divided into the RAN and CN. Following threats from
compromised RAN and CN may affect the smart grid:
• Though wireless security in 5G is better than in 4G,
fake base station attacks5 are still possible against devices including IoT. Shaik et al. demonstrated that fake
station type of attacks are possible in 5G, compromising
privacy, denial of service and draining the battery of
IoT devices [41]. Similar attacks against type A and B
IoT devices may be possible if these fake base station
attacks are not addressed in phase 2 of the 5G security
standardization process. However, such type of wireless
attacks are limited due to the need for an adversary to be
in the coverage area (around 1 km) of IoT devices.
• The Next Generation Mobile Network (NGMN) group indicates potential security risks associated with the MECH
4 The 5G Alliance for Connected Industries and Automation (5G-ACIA)
has been established to serve as the central and global forum for addressing,
discussing, and evaluating relevant technical, regulatory, and business aspects
with respect to 5G for the industrial domain. All relevant stakeholders take
part in this initiative.
5 In such a type of attack, a fake radio base station is used by the adversary
to lure nearby radio devices to connect with the intention of stealing data or
denial of service attacks. For example, a low-cost fakebase station attack in
4G is demonstrated by Shaik et al in [31].

node and related interfaces. For example risks from
user plane attacks, third party applications hosted in the
MECH, storage of security sensitive data at the edge node
are discussed in [42]. Hence, security misconfiguration
issues at the MECH may result in affecting to the SGCC
or compromising critical operational data.
•
•

The 5G core network relies on securing the cloud infrastructure during the pre and post network deployment
stages. The NGMN group indicates potential risks in
exposing network and security capabilities of the 5G core
network elements [43]. For example, in our smart grid
use-case, authentication keys associated with Type A or
B IoT devices could be exposed to 3rd parties via API
to the 5G CN functions.
VIII. C ONCLUSION

The IoT devices play a crucial role in transforming existing
power grids into a smart grid concept. Similarly, there is a need
for a secure and resilient wireless communication infrastructure to relay intelligent data from IoT devices to the smart grid
operation center. In this paper, we have investigated how 5G
could satisfy such wireless communication requirements, and
presented 5G security features applicable for protecting IoT
based smart grids. Although 5G does not provide end-to-end
security for smart grid applications, we present standardized
5G technical principles that can be considered while designing
multi-layered security for IoT devices.
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