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ABSTRACT
Background: Software engineering work and its context often has
characteristics of what in social science is termed ‘messy’; it has
ephemeral and irregular qualities. This puts high demands on researchers doing inquiry and analysis. Aims: This paper aims to show
what a combination of situational analysis (SA) and narrative analysis (NA) can bring to qualitative software engineering research,
and in particular for situations characterised by mess. Method: SA
and NA were applied to a case study on software security. Results:
We found that these analysis methods helped us gain new insights
and understandings and a broader perspective of the situation we
are studying. Additionally, the methods helped collaboration in the
analysis. Conclusion: We recommend applying and studying these
and similar combinations of analysis approaches further.
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1

INTRODUCTION

Though new approaches to programming have brought software
development more towards the masses, software engineering is still
in many cases highly complex both in terms of the software that
is developed and the situation in which the development occurs.
In this paper we are concerned with understanding these more
complex software engineering endeavours, and we use software
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security as an example of a software engineering practice that is,
with current knowledge, difficult to fully analyse and predict.
Software security is certainly a complex topic. Many software
security practices are available and many risk factors are known.
Still, projects commonly lack the holistic understanding necessary
to know with any certainty the best way of action [17]. To secure
a system, simply adding security mechanisms like encryption and
access control is not enough. One needs to have an overview of
the whole system, and based on that be able to identify and address the weak spots. In analysing a system, it is not enough to
only consider its technical realization. Empirical studies emphasise
the importance of context variables such as the security posture
and competence of the development team and of the customer, the
relation to and involvement of the customer, the organisational
culture and setup, the business case for security and the development approach [16, 18]. There is an interplay between security and
insecurity [8], exemplified by the back and forth between detecting and fixing vulnerabilities and the battle between attackers and
defenders. Taking care of security is often not a task in itself, but
something that arises in proximity to the need, outside of formal
responsibility [8]. Additionally, the security work as well as the
security of the software product is largely invisible [8, 17] thus it
can be hard to pin-point and study directly.
The above description of software security is difficult to put into
a tidy process chart. It is better characterised by what Law [10]
describes using the term ‘mess’. His concern, coming from research
within social science, is that though “some things in the world can
be made clear and definite” [10] other parts are difficult to capture
that way. Law does not offer a clear definition of mess, but rather
describes mess using a variety of terms, including ”vague, diffuse
or unspecific, slippery, emotional, ephemeral, elusive, indistinct,
changes like a kaleidoscope, or doesn’t really have much pattern at
all" [10]. A basic claim is that “simple clear descriptions don’t work
if what they are describing is not itself very coherent. The very
attempt to be clear simply increases the mess” [10]. This does not
mean that situations characterised by mess cannot be studied in
order to achieve greater understanding. Rather it calls for changes
in our ways of doing inquiry. One such change is to allow greater
heterogeneity and variation in methods. Another is the need to
allow more uncertainty and less coherence in the results, without
taking this as necessarily a methodological weakness [10].
In this paper we are concerned with analysis of qualitative data
from studying such messy topics as software security. Selecting an
analysis strategy is an important part of a qualitative research design [12] and one that can end up influencing what the researchers
end up seeing in the collected data [9]. According to Maxwell [12],
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the main qualitative analysis options can be characterized as either categorizing or connecting strategies. Categorizing strategies
are commonly understood as coding, where data is arranged into
categories to organise the data and aid development of theoretical
concepts. Connecting strategies are concerned with identifying relationships and thus need to understand the data in context and look
at the data more in terms of a coherent whole. In many cases, both
are needed and are done in an interplay.
We claim that to do justice to messy topics such as software engineering, there is a need for researchers to emphasize the connecting
strategies in their analysis work. Based on the literature on analysis
published for the empirical software engineering community, as
collected by Molleri et al. [13], we would however claim that the
current support on connecting strategies is limited. Most prominent
are thematic analysis and grounded theory [13], but these are just a
few of the analysis options available [9]. Though the attention these
methods receive is merited, additional strategies that e.g. are visual
may add to existing methods and improve the fields’ ability to take
mess into account in analysis. Though the importance of context
for software engineering is highly recognized [1, 4, 14], there is a
need to move beyond describing context to including context as
part of what is studied, as it shapes the whole situation of which
software engineering is a part. We here build on Clarke [2] who
claims that “the conditions of the situation are in the situation. There
is no such thing as “context. ” [...] everything in the situation both
constitutes and affects most everything else in the situation in some
way(s)” [2]. Still, there is a need to dig deep on particular aspects
of the situation to achieve the deep understanding that is called for.
One such avenue for digging deep is to consider the stories and the
sensemaking of key individuals.
The aim of this emerging results paper is to show how Situational Analysis (SA) [3] and Narrative Analysis (NA) [15] can be
used in combination when the goal is to understand a situation
characterised by mess, with an emphasis on the people involved
and their sense making. Together they allow the analysis of whole
situations while going deep into the stories of key players. Both SA
and NA allow for messiness in that they do not necessarily seek
easy and clear answers, while still aiming to provide knowledge
about the world. They do so in a form that invites collaboration in
analysis and discussion of analysis findings in a community of different experts - something that is often needed in messy topics such
as software security where technical, human and organisational
factors are all consequential.
This paper is organised as follows. Section 2 gives an introduction
to SA and NA before Section 3 shows how these methods can be
used in combination on a practical case. Section 4 discusses the
experiences so far from applying this analysis approach and points
to areas where more understanding is needed. Section 5 concludes
the paper.

2

SITUATIONAL ANALYSIS AND NARRATIVE
ANALYSIS

Situational analysis (SA) [3] has been claimed to be able to address
the messiness of both the empirical world and of conducting research [3]. It uses the “situation of inquiry itself” as the key unit of
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analysis [3]. The situation is analysed by constructing and working with three different types of visual maps: situational maps,
social worlds/arenas maps, and positional maps. These visual representations help get an overview of the full situation and facilitate
collaboration in analysis. The maps can be created at an early stage
of research to guide the data collection and sampling, and they
can be created and/or improved upon in analysis as the study progresses. The method is “especially useful for multi-site research
where several different kinds of data are gathered” [3].
Situational maps lay out all the potential elements of a situation, including both human and non-human elements. Two types
of situational maps are created; messy situational maps and ordered situational maps. Messy maps are created without any kind
of structure, while ordered maps use an organized list of element
types [2] as a basis for sorting the elements of a situation. Based
on the situational map, the analyst can perform relational analysis,
identifying all relations among elements. A main benefit of situational maps is that they work as “holding devices” and “reminder
devices”, helping analysts to remember the full list of elements
and see relations between elements [3]. Social worlds/arenas maps
interpret the broader situation and “help researchers think about
the kinds of collective, organizational, and institutional elements
in their projects, too often ignored in qualitative inquiry” [3]. Positional maps “lay out the major positions taken, and not taken, in the
data vis-à-vis particular axes of variation and difference, focus, and
controversy found in the situation of concern” [3]. A main benefit
of positional maps it that they untie positions from individuals
and groups, thus helping see the discourse in new ways, especially
identifying missing/muted/silent positions in the data.
Narrative analysis (NA) [15] is an analysis strategy that uses
narratives as the unit of analysis, as opposed to fragmenting the
narratives into thematic categories. A narrative can be understood
in different ways. In lay terms it can be understood as a story.
Narratives are useful when aiming to understand human experience.
Due to its focus on details, NA is not suitable for large samples, but
should rather be used to analyse selected narratives in close detail.
NA can be done in varying ways; it can focus on “what” is said,
“how” it is said, “to whom” it is said, “when” it is said and/or “for
what purpose” it is said. Thematic analysis focuses on the content
of the narrative, the “what.” It often uses prior theory to interpret
the case. Structural analysis looks at how narratives are organised
or “put together,” e.g. by identifying sequences and structural parts
in a story and seeing how these recur across stories. Dialogic or
performance analysis is concerned primarily with the production
and performance of the narrative, including its purpose, who it is directed towards, when and why. With this type of analysis approach
a lot of emphasis is put on the context in which the narrative is
constructed, and the context is actively used to interpret the narrative. This includes the role of the investigator in the creation and
analysis of the narrative.

3

EXPERIENCES FROM A CASE STUDY

To explore the combined use of SA and NA, we use data from one
of our own case studies. This case study was descriptive in nature,
with the aim to improve understanding of security requirements
work in agile software development projects. One development
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project was selected as case. The data collection activities in this
case study spanned one year and nine months and was done by one
researcher. It consisted of active participation in initial meetings
to elicit security concerns for this project, observation of meetings
throughout the project where security was a main topic, access to security requirements documentation at various stages in the project,
interviews with a security champion, product owner and technical product owner about two thirds out in the project (recorded
and transcribed) and regular talks with the security officer of the
company. The case study thus resulted in collection of varied types
of data. As the interviews was inspired in part by the use of war
stories [11] to extract data, the collected data included stories about
how individual security requirements was handled in the project.
The analysis examples presented below are not based on a full
analysis of the data from this case. Thus, any analysis examples
should be considered early versions to be extended upon and improved in future analysis of the data collected from the case.
The situational maps have been used to get and keep an overview
of all the elements that could potentially be studied in the situation under study. Figure 1 shows an early version of an ordered
situational map. The ordered situational map was created based
on two rounds of creating a messy situational map and based on
categories used by Clarke [2] and Fosket [6]. Using these previously established categories was useful to broaden our thinking
and identify more elements of the situation. In this ordered map the
categories were however modified to fit the situation under study.
We experienced that the messy and the ordered process helped us
see different aspects of the situation, and in the end quite a lot of
elements were identified (as shown in Figure 1). This illustrates
well the complexity and messiness of the situation under study.
Additionally, it fosters awareness of which elements we cover in
our study, and which we do not cover.
Based on the situational map, the next step in SA is to do relational analysis. In this step every element in the map is considered
in relation to every other element, drawing arrows and exploring
relationships. We have experimented with this step by looking at
the relations of two of the elements we identified: the security champion and the product owner. From our experimentation we see that
relational analysis can help us see more clearly how these two roles
operate in different ways. We also believe it can help us see what
elements are central to the situation. However, the high number
of identified elements at this point makes doing a full relational
analysis a big effort. Others have dealt with this challenge e.g. by
selecting a focus of analysis and doing relational analysis related
to that focus only [7].
Figure 2 shows an early versions of a social worlds/arenas map.
The centre of the map is the topic of research, in this case making
security priorities in a project either in an indirect or in a structured
way. In a social worlds/arenas map, the lines around the social
worlds/arenas are dotted as the boundaries of a social world/arena
is quite porous; individuals commonly go in and out of social worlds
many times during a day [3]. The size of the circles represents
their relative importance related to the common concern in the
middle. Those worlds/arenas overlapping with the common concern
represent a direct involvement. Overlap of social worlds/arenas
represent overlap in the form of individuals being part of both
worlds/arenas.
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Working on a social worlds/arenas map can prompt researchers
to identify what social groups are central to the situation compared
to others, and question why that may be the case. Additionally, one
may look at how the common concern is shaped by the social worlds
or consider how the common concern is understood differently in
the different social words [3]. We have, as an initial step and inspired
by Fosket [6], looked at the role each of the social worlds play
related to the common concern, and highlighted their contribution
and what is at stake for them. Other questions may be asked based
on the social worlds/arenas map at later stages, e.g. how security
requirements and security priorities are understood, made and used
in different social worlds.
Our exploration of the contributions of the different social worlds
and what is at stake for them made us aware that having a lot at
stake does not necessarily mean more involvement. The developers,
project management and security resources in the development
company have a large impact on the security priorities, but little
at stake compared to other actors. The customer, the users or the
development company’s reputation will be more at stake if there is
a security breach. Even operations that must respond to the incident
will likely have more at stake than many of the developers involved.
What is at stake for many of the key players is likely to be more
along the lines of professional integrity and being recognised for
achievements.
Narratives in the data material can be used to explore this further and dig deeper into the way key individuals, e.g. the security
champion, view their role in the security work. To illustrate we
use the following narrative that came as a response to a question
intended to prompt narratives about how security requirements (in
a broad sense) were handled in this project. Note that the narrative
has been translated and shortened for presentation purposes.
Researcher (R): If you think about one important security requirement
in this project, what made you identify it and how was it handled?
Security Champion (SC): [...] I do not remember if this was mentioned
specifically in the requirements from the customer. It was more something that we had thought about ourselves based on the requirements
from the customer. [. . . ] The customer had mentioned some things
that could be done related to this [provides example]. Based on this
we have thought that some of the things the customer has suggested
are neither easy to do nor helps that much with security. [. . . ] Based
on our understanding [...] the easiest solution is encryption. [...]
R: So, you got requirements from the customer that were maybe not
that meaningful for you but found another way to solve this. Was
this something that you initiated, or did it come from others, do you
remember how it came up?
SC: I do not know if I want to claim I initiated. I have been a driving
force. And in those parts of the project that I have coded on, then
I have implemented and initiated it. But it is also something I have
discussed with the other developers and that they have agreed on
and they could suggest solutions to improve what I suggested. [...]
For this particular requirement it was something I thought about,
partly because I have wanted to do it in previous projects and thought
[based on customer requirements in this project] that this was an
opportunity to go through with it. Then I brought it up with the other
developers, and those I talked with agreed.
R: You did this on slack?
SC: Yes
R: Then you just agreed to do it like this. What happens then?
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Figure 1: Example ordered situational map
talked about previously, the security priority is lower in the middle
of the project, is that this is something that gives good security but
it is probably only developers that know it has been done. It is not
documented anywhere [. . . ]
R: When did this happen in the project?
SC: For the part I am involved in it happened early [. . . ] Do not remember exactly, but it took some time before we made them do the
same in the other part of the system.
R: But still, first half of the project then.
SC: Yes. And then we have discussed much later in the project that
what we made encryption for was all data at rest. Later we have remembered [other place] that is not encrypted by default. So, we have
discovered later that we did a good job with the parts we thought
about, but there are parts we have not thought about. This is something we have not implemented yet.
R: Then you discovered a bit late, not so easy to fix. Maybe expensive?
SC: Then there is prioritizing. We need to fix bugs. Adding a lot of
encryption can introduce new bugs. Not sure, we may find time to
add it in parts of the system, but uncertain.

Figure 2: Example social worlds/arenas map
SC: Not much more happened other than we did it.
R: Then it is you developers that in a way can decide to go for this
solution, or do you need to involve the customer?
SC: No, in this case it was just developers. And that is something
I have thought about that some of the problems with that, as we

Moving back to the social worlds/arenas map, one can see that
this narrative from the security champion gives insight into the
experience of one key individual in this project, and this individual’s participation in two social worlds: the developers and the
security resources. As a security resource, the security champion
shows ongoing attention to security throughout different states
of in-/security. The timeline includes seeing this issue in previous
projects, getting the opportunity in this project, trying to spread the
security solution to other parts of the system, and finding out the
limitations and considering what to do about it. Still, the influence

Using Situational and Narrative Analysis for Investigating the Messiness of Software Security

of the security champion has its limits. It is strongest in the part of
the project where this person is an active contributor to the coding,
whereas it is more of a challenge (though not impossible) to bring
the same security solutions to other parts of the project.
Although this narrative shows the importance of individuals
such as this security champion, security as a shared responsibility
is important in the narrative, although primarily among developers. The security champion, though it seems this person did the
initiation of considering this security requirement, wants to show
the team effort to discuss and arrive at a decision regarding what
to do about security. Additionally, the narrative grapples with the
responsibilities of the customer vs. the responsibilities of the developers and illustrates how they are part of different social worlds.
The customer is responsible for providing the requirements, but
the customer and the developers have different competencies and
thus different abilities to identify security needs and solutions.
Potential influences that have been found important in previous
studies (e.g. the “Business case for security” and “Organizational culture and setup” [18]) is completely missing from the narrative. The
role of the product owner, management, budget and time pressure
is likely to have an impact, but they are not part of this narrative
(except from a small hint regarding time towards the end). The
narrative additionally highlights the challenge of security becoming invisible and, in particular, undocumented; nobody except the
developers knows it is there. Viewing the narrative in relation to
the situation as a whole can bring out questions like, in this case,
what does the lack of references to the product owner convey?
Being able to ask questions about what is missing is an avenue for
understanding the situation in a deeper way, in addition to just
looking at what is explicitly included in the data material [3, 15].
Positional maps help flash out possible positions and discourses
that actors may have. To get at potential axes for a positional map,
we started by identifying potential positions and discourses related
to security. Topics from the narrative, such as the responsibility
for security and the motivation for security were examples where
there were different positions that could be taken and where we
explored positional maps (not included for space limitations). The
process of coming up with potential axes and experimenting with
positional maps was challenging but felt rewarding in that it made
us more aware of the many ways people approach security and talk
about security. Reflecting on discourses related to responsibility
and motivation, in addition to awareness of what is “at stake” for
different social worlds (ref. the social worlds/arenas map), made us
consider questions like “Is the main message communicated related
to security able to motivate those that are not already on board?”
Additionally, it makes one able to see what positions are present
and not present in the data.

4

DISCUSSION

Our experiences from using a combination of Situational and Narrative Analysis (SA and NA) on this case were positive. We found that
the strengths and weaknesses of SA and NA largely complemented
each other. The maps of SA provided tools for thinking about the
situation as a whole, without demanding a “clean” depiction of reality. Without the overview given by SA, we believe it would have
been more difficult to identify questions related to the importance
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of what is at stake for different types of actors. To explore these
questions there is however a need for both overview and depth. NA
supported the analysis in going deeper on individuals’ sensemaking
and understand better the potential role of individuals and their
social worlds. Used in combination, SA and NA helped us identify
what we perceived as an absence of central actors in key narratives.
We see a great potential for using the maps of SA to inform NA,
and also to use NA as an input to SA.
Partly, the benefits with using SA and NA were related to the
messy properties of software security engineering, e.g. the coming
and going of security attention, the dispersed responsibilities, and
its invisibility [8]. Narratives and maps were two ways of making
security and the work associated with it visible and easier to study.
The maps and the narrative allowed the messiness of the situation
to shine through and become clearer, something that is important
because this messiness is part of what we want to understand deeper.
The increased awareness of the many possible viewpoints and
narratives about security opened our eyes to interesting avenues
for further inquiry, and it made the limitations and contributions
of our own study clearer.
Analysis efforts using SA and NA do not aim at generalisation.
Instead, SA and NA offer concrete ways of presenting rich descriptions of the situation studied, something that will help readers
assess the relevance of the study and its result to their context.
With the situational maps, SA brings what is commonly viewed as
context into the study from the beginning, with the aim to include
this as part of what is studied. There is however a blurred line
between just describing context and including context in the study,
as is the aim of SA. This points to a main challenge: the lack of a
stopping criteria for the analysis. The aim to capture and study the
whole situation can be overwhelming and is generally not possible.
Taking a broad view of the situation brings to the forefront all the
additional relations one could choose to dig into. One should expect
to make several tries on the maps, and ideally the maps should be
refined throughout data collection and analysis in order to reflect
the deeper understanding achieved. In practice there is however a
need to stop somewhere, and guidance in making such decisions
is needed. Such guidance could e.g. be to continue describing the
situation until one does not see more things to describe (saturation),
but in reality this may not always be possible due to limited resources. Then the maps of SA can be used to clarify the limitations
of the study.
It is important to note that SA and NA and their combination
is only one of many ways to approach analysis of qualitative data.
It is out of the scope of this paper to make a comparison of SA
and NA with other analysis techniques applied in the software
engineering field, though we would welcome more contributions
on helping qualitative researchers choose analysis approaches, e.g.
as is offered by Langley [9] for process research. It is well established
in the empirical software engineering field that the research method
chosen matters, and there are support in deciding upon a research
method [5]. The analysis approach selected can however further
influence what is seen in the data, and should be a conscious choice
[9, 10]. We experienced that drawing maps and looking at narratives
as a whole made us ask different questions of the data material than
what we probably would have done with coding alone or from
looking at patterns across data sets. Thus NA and SA complement
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other analysis approaches commonly suggested in the field, such
as grounded theory and thematic analysis [13]. In addition, SA
may be combined with other analysis methods than NA, e.g. when
narratives are not collected. Note however that to gain benefits from
the combination of methods, there is a need to combine methods
that complement each other in similar ways as SA and NA does.
By presenting our initial efforts and experiences with SA and
NA we aim to make the combination of SA and NA more accessible
to the software engineering research community. Additionally, our
aim is to bring the notion of ‘mess’ [10] to the community in order to
bring additional metaphors that can help us see different aspects of
our field of study and motivate more variety in the methods selected.
We expect that there are other fruitful combinations of methods that
could be useful in other projects, and would in general encourage
more experimentation in adopting analysis methods from other
fields, and in trying out more combinations of analysis methods.
As for limitations of the preliminary results presented in this
paper, we would like to mention that the analysis presented in this
paper has mainly been done by one researcher. In this particular
project, we wanted a way to discuss intermediate analysis results
among experts without all experts having the ability to invest a large
amount of time and effort on analysis and both SA and NA helped
in that respect. The maps and the narrative has been discussed with
other researcher to inform new iterations. The analysis was mainly
done with the reliance on pen and paper that is recommended
for SA [3], and this worked well. In other projects with deeper
collaboration on analysis there will likely be a need for tool support.
More work is needed to understand the potential implications of
adding tool support and make recommendations.
For researchers wanting to use SA and NA in their analysis
efforts, we would point them to Clarke et al. [3] for SA and Riessman
[15] for NA. Both resources provide a practical introduction to the
analysis method and include or point to example studies that have
used these types of methods, allowing readers to see examples of
how output from SA and NA can be reported in e.g. papers.

5

CONCLUSION

This emerging results paper introduces the combination of Situational Analysis (SA) and Narrative Analysis (NA) as an analysis
approach suitable for studies that aim to understand software engineering situations that are characterised by mess, and where
individuals’ sense making is part of what one wants to study. SA
and NA are applied to a study of software security. In that study we
experienced that SA and NA were a good match with our case. This
is likely because we study one case in depth, thus being concerned
with understanding one situation, and this case has characteristics of being messy. We had collected narratives from key actors
through semi-structured interviews, making NA an option. One
strength of SA is its ability to help researchers work with different
types of data, and this is a need that we had. The combination of SA
and NA helped open up for new insights and ideas for further inquiry, it allowed taking a broader perspective of the situation while
digging deep on the stories of key individuals, and it supported
collaboration and interdisciplinarity in analysis.
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As further implications for the empirical software engineering
community, we conclude from our preliminary work that more experience is needed in order to provide guidelines for when and how
to apply SA and NA, and when other approaches would be more
useful. Future work includes applying these methods in analysis
efforts of different types to collect additional experiences to use as
a basis for guidelines for this field.
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